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T
he cyber security industry in 
Australia has experienced a 
tumultuous six months. As an 
industry, as organisations and 
as individuals, many of us have 

had to adapt our work practices while 
simultaneously enabling others to do so safely. 

The coronavirus pandemic has shone a light 
on the inevitability of unpredictable change, 
the importance of resilience, the dependence 
we have on supply chain, and the reality that 
even a global pandemic will not slow or deter 
threat actors. It’s quite the opposite.

These short few months, unquestionably 
historic for our industry, culminated 
in a dedicated media conference led by 
our Prime Minister in mid June. During 
the conference, Scott Morrison made 
Australians aware of a systematic, far-
reaching cyber attack by a sophisticated 
state-based cyber actor. While deplorable, 
persistent attacks such as these by foreign 
governments and other non-state actors 
are not new and are very much part of our 
ongoing reality as a nation. 

What this most recent announcement 
reinforces is that the scope of these attacks is 
non-discriminate. The threat actors targeted 
the public and private sector. They targeted 
health care, essential service providers and 

critical infrastructure. They chose to do this 
at a time when we as a nation were collectively 
navigating our way through a pandemic. 
Amid the increased fragility of global 
economies, we see that criminals and hostile 
governments will look to take advantage of 
Australian businesses and citizens.

This additional exposure does remind us 
that the cyber security industry in Australia 
has never been more relevant or more 
required. There is a heightened importance 
on all of us who find ourselves in this industry 
(by luck or design) to play our part right 
now in helping to protect the companies, 
colleagues and loved ones around us.

The federal government’s 2020 Cyber 
Security Strategy has been released. AISA 
submitted the sector’s position to the 
government based on collaboration with 
members and industry partners in 2019. We 
eagerly await further details regarding the 
execution of the strategy and appointment 
of the Industry Advisory Committee, and 
will continue to fight the good fight on behalf 
of the sector and community to ensure that 
Australians are protected without having their 
privacy or lives negatively impacted.

Australians are resilient, and we have 
demonstrated many times over that we 
can overcome obstacles and achieve great 
things together.

To play our part in this, AISA has been 
sure to adapt quickly. We moved to online 
branch meetings, resulting in an increase 
in attendance. Likewise, we have worked 
with our partners to reschedule many of our 
marquee events and conferences to next year. 
Additionally, we will shortly be announcing 
a series of innovate events to be held this 
year and early next year to bring our sector 
together, learn from each other, and work as 
a collective to combat the constantly evolving 
threats we face. •

Foreword
A message from Alex Ho�mann, Deputy Chair, AISA.

The coronavirus pandemic has shone a 
light on the inevitability of unpredictable 
change, the importance of resilience, the 
dependence we have on supply chain, and 
the reality that even a global pandemic will 
not slow or deter threat actors. It’s quite 
the opposite

Alex Ho�mann
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YOUR YEAR FOR 
CYBER EVENTS

Risk and Cyber Week
Week long virtual event in partnership with Risk Management Institute of 
Australasia (RMIA) covering both Risk Management and Cyber Security

w w w . r i s k a n d c y b e r w e e k . c o m . a u

Australian Cyber Conference 
Canberra

Government and business focused three day event with training, 
international and local keynotes, 4+ concurrent streams and exhibition

w w w . c y b e r c o n f e r e n c e . c o m . a u

9-13
NOV
2020

16-18
MAR
2021

15-17
NOV
2021

Australian Cyber Conference 
Melbourne

The flagship cyber conference of Australia returns with 200+ speakers, 15+ 
streams, international and local keynotes, ask the expert sessions and exhibition

w w w . c y b e r c o n f e r e n c e . c o m . a u

16
APR
2021

27
APR
2021

CyberCon – Connect
One day events to reconnect, learn and network

MelbourneSYDNEY



T
he South Australian Government, 
under Premier Steven Marshall, 
is making South Australia the 
nation’s leader in cyber security. 

Our proximity to the 
increasingly digital Indo-Pacific region, 
combined with our connections to core 
research areas such as machine learning 
and artificial intelligence, make South 
Australia the ideal growth environment for 
cyber businesses.

It is critical that we continue to plan for 
unknown scenarios and prepare for the 
impacts they will have on our workforce.

As the recent Australia-wide cyber attack 
shows, threats to businesses, governments 
and essential systems are not theoretical – 
they are here, they are already happening, 
and we must ensure that we have the right 
people, skills and infrastructure to head 
them off.

This is a high-demand industry, with many 
expected job openings in the coming years.

Modelling by the Training and Skills 
Commission estimates that there will be 
between 5000 and 7500 new job openings 
for information and communication 
technology workers over the next five years 
in South Australia, with up to 1500 of these 

requiring cyber security skills. And around 
3800 current workers will need continued 
training in cyber security to increase and 
maintain their skills base.

We are building a strong cyber security 
ecosystem here in South Australia. In fact, 
we are the only jurisdiction in Australia to 
have a formal cyber security apprenticeship 
pathway, tailor-made for the sector and 
supported through our $200-million Skilling 
South Australia program.

The SA Cyber Mentors Program, led by 
the AustCyber SA Node, will partner South 
Australia’s first cohort of cyber trainees with 
experienced cyber security specialists from 
more than 45 organisations across the nation. 

The establishment of the Australian Cyber 
Collaboration Centre (A3C) – a $10-million 
investment by the South Australian 
Government – will be integral to developing 
our future cyber workforce.

Located in the heart of the Adelaide CBD 
at Lot Fourteen, soon to become the largest 
innovation neighbourhood in the Southern 
Hemisphere, the A3C features multiple 
collaboration zones, Australia’s largest 
commercial test range, and state-of-the-art 
facilities to support cyber product testing 
and training services.

Minister’s 
foreword
A message from the Hon. David Pisoni MP, Minister for Innovation and Skills.

The Hon. David Pisoni MP
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It is already home to several tenants, 
including the AustCyber SA Node, the 
Department of Defence, Science and 
Technology, Dtex Systems, the Office for Cyber 
Security, Optus, the University of Adelaide, 
and the University of South Australia.

The A3C is delivering training courses and 
workforce services to support businesses to 
increase their cyber resilience.

The board of the A3C, led by Kim Scott, 
brings together Australia’s leading thinkers 
in cyber security, defence, government 
affairs, risk management and IT.

I’m pleased to announce that the board 
has recently appointed the A3C’s inaugural 
Chief Executive Officer, information security 
expert Hai Tran.

Boasting more than 15 years of experience 
across several industry sectors, Tran comes 
to us from Western Australia, where he 
most recently held the position of Chief 
Information Security Officer for the Western 
Australia Police Force.

In this role, Tran was instrumental in 
transforming the organisation’s information 
security to make it the most technologically 
advanced police force in Australia.

Prior to this, he co-founded a drone 
startup, which built the automated drone 
control system, Aero Ranger, a cloud 
so¤ware-as-a-service platform that enables 
real-time alerting, vehicle tracking, and 
statistical and predictive data analytics.

Tran’s comprehensive experience, 
combined with his expertise and passion, 
makes him the ideal candidate to take the 
helm of the A3C and steer South Australia’s 
cyber security industry into the future.

While our nation continues to face one 
of the greatest economic challenges of our 
time, there is also room for optimism. As we 
emerge into the recovery phase, the future 
is already here for South Australia’s cyber 
security industry. • 

While our nation continues to face one of the 
greatest economic challenges of our time, there 
is also room for optimism. As we emerge into 
the recovery phase, the future is already here for 
South Australia’s cyber security industry
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T
oday, we’re seeing this at play with 
the words we use to describe our IT 
and security systems – specifically in 

our obsession with the word ‘stack’, which 
once described how pieces of on-premises 
hardware were physically stacked on top of 
one another. With recent research predicting 
that as much as 80 per cent of enterprise 
workloads will be in the cloud by 2025, the 
days of physical stacks and racks are over. It’s 
time to start speaking in new terms.

Enter the secure access service edge, 
better known as SASE. This evolved concept 
of cloud security architecture was coined by 
Gartner in a 2019 report, which outlined a 
convergence of multiple security functions 
to offer identity-based secure access. As such, 
it is the new concept that everyone in the 
industry is striving to integrate.

To best understand SASE, you need to be 
aware of the elements that are transforming 
to make it a reality, which I have broken down 
into five key criteria.

 — Distributed: When the concept of the 
‘security stack’ was initially defined, all of 
an organisation’s IT investments resided 
within its own walls (or perimeter). That 
could not be further from the truth today. 
The explosion of mobile devices has only 
been compounded by the rise of cloud 
computing, meaning the stack has become 
less centralised. This dissolving of the 
perimeter opens up the potential for SASE 
solutions, which expand beyond the confines 
of the traditional data centre and allow you 
to move your security into the cloud.

 — Cloud-native: Due to the distributed 
nature of our infrastructure, the modern 
security architecture contains solutions 
that were purpose-built for the cloud, 
not repackaged as so�ware as a service 
offerings a�er the fact. While not all 
enterprises have fully transitioned to the 

cloud yet, that is the direction everyone is 
headed. Whether your security is still on 
premises or you have deployed a hybrid 
model, futureproofing your architecture 
for a cloud-first future is essential. As a 
result, SASE solutions are built around the 
convergence of these security functions, 
bringing together the functionality of cloud 
access security broker (CASB), next-gen 
secure web gateway (NG-SWG), so�ware-
defined wide-area network (SD-WAN), data 
loss prevention (DLP), artificial intelligence/
machine learning (AI/ML), and much more 
under one cloud-native solution.

 — API-based: The internet is very different 
than it was when the old traditional 
hardware security stacks were built. 
Application programming interfaces 
(APIs) are the new language of the 
web. APIs allow different solutions and 
applications to communicate at the code 
level. This provides added context that 
can’t be communicated through a simple 
interpretation of HTTP/S protocols and 
looking at URLs, and is necessary to 
account for the complexity of the modern 

The days of the  
‘security stack’ are over
BY SANJAY BERI, CEO, NETSKOPE

Words are sticky and persistent. We’ve seen brand names, such as Kleenex or Post-it, become 
synonymous with their marquee products. This same phenomena is why we continue to refer to 
movies as ‘�lms’ even though they’re produced digitally.

Sanjay Beri

| Cyber TodayA 
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enterprise, where the average number 
of cloud apps used is in the thousands. 
Without this context, businesses can 
essentially see who is talking to whom, 
but they can’t see what they are talking 
about or what they are doing. In terms 
of security, that means being unable to 
view the data being shared both inside 
and outside of your organisation, and the 
activities being performed with that data. 
This visibility is key to SASE solutions 
being developed, integrating the context-
awareness of secure web gateways applied 
to an organisation’s traffic, making APIs 
less of a blind spot.

 — Open and explainable: Businesses are fed 
up with black boxes. Buyers are no longer 
happy just understanding what a product 
does, they want to understand how it does 
it, too. This goes against the traditional IT 
sales model, where demos were scripted by 
engineers until contracts had been signed 
and invoices created. The modern security 
stack needs to strive for interoperability, 
open interfaces and explainability, as this 
is the only way to ensure that its various 
parts interact as intended. Without 
understanding how your various solutions 
work on their own, you stand no chance of 
getting them to work as components of a 
larger framework.

 — Lean and mean:  There are more than 
2500 cyber security startups in existence 
today, and the average enterprise 
has more than 50 security solutions 

in place. Given that security budgets 
have continued to climb, it’s easy to see 
how we’ve come to be in the situation 
we’re in. But now the seams of our 
piecemeal security stacks are beginning 
to come undone. The modern security 
architecture, which is quickly becoming 
SASE-enabled solutions, is much smaller 
than the legacy security stack relying 
on a core, converged set of network and 
security platforms for increased efficiency 
and security. These technologies include 
enterprise staples, such as identity 
and access management platforms 
for authentication, but also platforms 
specifically designed for application 
security and compliance. The day of the 
point solution is behind us, and you can 
expect to see security teams focusing 
their attention on the security platforms 
that matter most.

As SASE solutions grow in the cyber 
security industry and become more robust, 
the old conceptions of security become fleeting 
memories. With traffic travelling outside 
of your data centre and solutions becoming 
cloud-native and offering better visibility, the 
future is looking a lot more like SASE than 
anything you have sitting on the premises.

Instead of the stack, we now have SASE. 
SASE solutions will help to make the security 
cloud more robust in how it protects your data, 
while giving you the identity-based secure 
access organisations need to safely traverse 
the reimagined perimeter of the cloud. •

Cyber Today | B 
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Australian 
Information Security 
Association Awards
Recognition of people and businesses in cyber security is extremely important. It helps to 
showcase talent, and promotes business improvements, new ideas and innovation. It’s also a way 
for the security community to celebrate role models who will inspire the next generation.

| Cyber Today8 
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For Mary-Jane, the AISA Award  
helps her protect others
For Mary-Jane Phillips, being named last 
year’s Cyber Security Rising Star provided a 
direct benefit to her professional life.

Phillips’s award earned her a SANS course 
voucher and she was able to apply that 
training in her work in governance, risk and 
compliance at a Queensland bank.

‘Doing the open-source intelligence 
course with award sponsor SANS 
has helped me to help others quickly 
understand their digital footprint and 
change their online behaviour.

‘Showing people what is readily available 
about them on the web really brings home the 
need to protect your identity and take care 
with what you share online.

‘This is essential for all banking and 
finance staff, and customers.’

Phillips says the AISA Awards are 
recognition that cyber security professionals 
are ‘critical to our future’.

‘The diversity of people and contribution 
represented in the awards shows others what 
the profession is all about.’

She says that her award helped her 
appreciate that. ‘The industry as a whole does 
really want diverse people with diverse skills 
to enter and succeed in this field.’

Before entering InfoSec, Phillips was a stay-
at-home mother a¤er having worked for many 
years as an environmental officer, consultant 
and auditor where she helped manufacturing 
and mining companies to obtain ISO 14001 
environmental management certification.

She says the AISA Award ‘helps everyone 
understand the urgency and critical 
importance of more people getting cyber 
security training and education, and 
supporting them through the early stages 
of their career’.

‘The award also represents the hard 
work and obstacles overcome by young 
people, military veterans, women and career 
changers entering the industry.

‘It can be tough to break into your first role 
in this industry, but this award shows that 
the industry wants to remove the barriers 
and encourage all these people to gain the 
knowledge, skills and abilities to become 
cyber security professionals and contribute 
to defending our society as a whole.’

 Phillips encourages AISA members to 
nominate someone for an award. ‘It makes 

a big difference to the individual. It o¤en 
supports the work that they do in some way.

‘It li¤s professionalism, and the awareness 
and understanding of our industry.’

She says she is grateful for the personal 
connections she has made.

‘I think the opportunity to collaborate 
with others will assist me to contribute in this 
profession for years to come.

‘This can be a tough industry to get into, 
and some days can be a bit rough once you are 
here. But it makes an enormous difference 
in people’s lives and livelihoods, so it is 
immensely rewarding.’

Comparing her previous and current 
careers, Phillips says there are parallels. 
‘Everyone has a duty of care to protect their 
own safety and [that of] others. Everyone also 
has a duty of care to protect the environment. 
It needs to be the same in cyber security.

‘We all need to learn more and actively 
participate in cyber security if we are going to 
protect Australia and Australians,’ she says.

Rising star powers on to manager role
When Max Power saw the great lines of 
freshly unemployed Melburnians lined 
up to register for welfare soon a¤er the 
coronavirus shutdown, he took time to reflect 
with gratitude on his secure job in cyber.

‘When this all started and a lot of people 
[were] laid off, I drove past a Centrelink one 
day and the queue was around the block, 
and I had to take a moment and appreciate 
that not only do I have a job where I can work 

Damien Manuel and  
Mary-Jane Phillips
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from home, but we are in a position where we 
are bringing on new customers and we have 
some long-term projects so I have job security, 
which in these times is extremely important.’

Since being named as AISA’s Cyber Security 
Tertiary Student of the year in 2018, Power has 
been promoted to Security Operations Centre 
(SOC) Manager at SecureWorx, who also 
sponsored his IT Security degree at university. 
He manages SOCs internally for SecureWorx 
and for their clients.

‘It’s a very busy job.’
It’s been a rewarding and productive time 

for Power since he pivoted to cyber security 
a¤er more than seven years working as an 
assistant in a hospital pathology lab.

‘I wasn’t enjoying the job and didn’t have 
much room to grow there.’

 Power recalls the thrill he got when he 
was announced as an AISA Award winner 
at his first Australian Cyber Conference in 
Melbourne in 2018.

‘I was pumped. I was so excited, walking up 
on the stage at this huge conference in front 
of all these very experienced people.

‘I was still very green in the industry, and 
getting up on stage I was quite nervous but 
excited at the same time.

‘Word spread through work pretty quickly.’
Apart from his promotion to SOC Manager, 

Power also completed the SANS course that 
came with his AISA prize and he is currently 

undertaking online training out of Europe, 
which sees him at his home computer from 
4.30 pm to 1 am AEST.

Coming up, he plans to complete the big 
work projects on the books, study more, 
attend conferences and ‘keep on learning and 
see where it takes him’.

He encourages tertiary students to nominate 
themselves or others for the AISA Awards.

‘Wherever you are in your career path, 
someone along the way has helped you.

‘Nominating someone for an award is an 
opportunity to help someone else on their 
career path and recognise their efforts.

‘It’s a simple and small gesture that can 
have a significant impact.’

Award a badge of honour, says cyber 
detective
The time since being named the 2018 Cyber 
Security Law Enforcement Officer of the 
Year has been professionally demanding, 
challenging and rewarding, Queensland 
cyber detective Scott Ballantyne tells AISA.

Sergeant Ballantyne is an investigator with 
Task Force Argos, a specialist Queensland 
Police unit dedicated to the prevention, 
disruption and investigation of computer-
facilitated crimes against children.

‘Criminals continue to exploit the use of 
obfuscation technologies, including encryption 
and anonymising networks in an effort to avoid 
detection by law enforcement,’ he says.

‘To overcome this illegal use of technology, 
I am always actively seeking opportunities 
to foster partnerships with other law 
enforcement agencies, and private sector, 
academia and non-government organisations 
to work collaboratively.

‘With the ever-expanding interconnected 
world, it is the responsibility of everyone, 
including government, law enforcement, 
community members and industry, to be 
actively involved in preventing cyber-
related crime.’

Sergeant Ballantyne urges others in his 
field to enter AISA’s Cyber Security Awards 
this year, describing his recognition at the 
2018 awards as a ‘privilege’.

‘I encourage all law enforcement 
investigators involved in cyber security to 
support AISA and enter the awards this year.

‘It’s a wonderful opportunity to receive 
recognition for protecting the public and 
organisations from cybercrime.

Steven Armitage (L) and 
Max Power (R)
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‘It is also a wonderful opportunity to 
establish networks within the cyber security 
community and possibly establish some 
successful partnerships.’

Task Force Argos’s motto is ‘Leave No 
Stone Unturned’.

‘It was an absolute privilege to receive the 
AISA Award on behalf of the tireless efforts 
of all of the investigators attached to Argos,’ 
Sergeant Ballantyne says.

His cyber detective toolkit for the job 
includes:

 — network security knowledge
 — intrusion/injection investigative tools
 — SQL, phpBB, myBB

 — social engineering
 — computer operating systems
 — computer hardware/so¤ware.
He says other skills and traits that benefit 

the role include:
 — resiliency
 — dedication
 — motivation
 — clear victim/child focus (proactively and 

reactively).
The Cyber Security Law Enforcement Officer 

of the Year AISA Award recognises a law 
enforcement individual or team who has gone 
above and beyond the call of duty to protect the 
public and/or organisations from cybercrime. •

AISA SEEKS NOMINATIONS FOR 2020 AISA AWARDS

THE AISA AWARDS are open to all Australians. 
Nomination forms can be obtained by visiting 
https://aisa.org.au/awards and applications close 
midnight (AEST) on 30 August 2020. Award 
categories are:

 — Cyber Security Professional of the year  
(prize – $2000): Highly experienced individual who 
demonstrates outstanding leadership, integrity, 
mentoring and coaching in the industry to both 
business peers and new entrants to the industry.

 — Cyber Security Rising Star of the year  
(prize – US$7667 SANS course voucher): 
Individual with less than three years of industry 
experience who is making a significant 
contribution to the field of cyber security.

 — Cyber Security Educator of the year  
(prize – $2000): Education body (TAFE or 
university) that has developed and implemented 
a comprehensive, flexible and easily accessible 
cyber security education program that delivers 
industry-ready graduates to the market.

 — Cyber Security Tertiary Student of the year 
(prize – US$7667 SANS course voucher): A 
student enrolled in TAFE or university who 
has demonstrated outstanding commitment, 
skills and passion in the field of cyber security. 
In addition, they encourage and assist other 
students or the community to improve 
awareness and safety.

 — Cyber Security Enterprise Employer of the 
year: Large enterprises that have demonstrated 
excellence in promoting cyber safety to 
customers, sta�, the supply chain and the 
community. Enterprise that has given training or 

employment opportunities to a large number of 
interns or IBLS from TAFE/universities.

 — Cyber Security SMB Employer of the year: SMB 
organisations with less than 1000 employees who 
have helped engage the general community and 
other businesses to promote and improve cyber 
security capabilities and maturity in the sector.

 — Cyber Security Researcher of the year  
(prize – $2000): An individual or team of 
researchers whose work will greatly improve 
cyber security safety for the community, 
organisations or individuals. Their discovery will 
be impactful and lead to additional theoretical or 
applied discoveries.

 — Cyber Security Outreach program of the year 
(prize – $2000): The most innovative and 
impactful outreach program of an organisation 
that is focused on the education of their customers 
and/or suppliers resulting in a safer community.

 — Cyber Security Law Enforcement O�cer  
of the year: Law enforcement individual or 
team that has gone above and beyond the 
call of duty to protect the public and/or 
organisations from cybercrime.

 — Cyber Security Start Up of the year  
(prize – $5000 and mentoring with CyRise and 
AISA): An organisation less than five years old 
that has brought to market a unique product 
innovation around cyber security.

 — Best STEM (science, technology, engineering 
and mathematics) promoter of the year: Best 
school, institution or program that promotes 
and encourages 5–25 year olds to enter the 
field of STEM. •
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Automation is very topical right now.  
What does it mean through a security lens?
Many businesses are on a digital 
transformation journey to increase their 
competitive advantage. The digital footprints 
of most organisations are expanding, along 
with their sensitive information assets; in 
contrast, however, security budgets aren’t 
increasing at the same rate.

This discrepancy creates a definite increase 
in risk. With cyber security incidents costing 
organisations well above $29 billion annually, 
businesses need to make that budget go 
further and be more efficient. Introducing 
automation to appropriate components of 
a security strategy can bring significant 
benefits, resulting in greater security coverage 
with less spend, continual improvement of 
security posture and the removal of mundane 
tasks, which increases productivity.

How can an organisation harness 
automation to improve their  
security posture?
There is great value to be had in moving 
from point-in-time security activities to a 
more continuous security cycle. Automation 
allows you to keep up with the rate of 
change of your digital infrastructure, rather 
than always playing catch-up. Through 
automation, you can carry out regular, more 
frequent and rigorous testing to identify 
risk before it is even introduced, which 
improves posture.

What are the key benefits to automating 
security practices?
The most valuable benefit of security 
automation is the increased level of security 

coverage as your digital footprint grows.  
A close second is the continual improvement  
of your security posture by keeping up  
with rapid changes to your infrastructure  
as they happen.

So once a company automates those once 
manual tests, what will become of the 
traditional security roles we see today?
Automating your security is not about 
replacing current traditional security team 
members; rather, it is about augmenting 
them. There will always be a need for 
human logic and thinking to tackle complex 
security issues. Automating your security 
simply frees up your security team to 
apply deeper logical thinking to complex 
problems, increasing productivity and  
job satisfaction.

Finally, for a company new to the concept, 
what are the first steps they would need to 
take on their security automation journey?
For a company new to the concept, 
automation may seem overwhelming, but 
it doesn’t have to be. Start small and don’t 
try to boil the ocean. I would recommend 
identifying a set of use cases and security 
activities, which lend themselves to 
repetition, and ones that you would like 
to expand to provide broader coverage. 
Also identify activities that are prone to 
human errors. These make ideal candidates 
in getting you started on your automation 
journey to realise real business benefits. •

For more information on how to  
automate your security processes, visit  
www.dragonflytechnologies.com/advantage

Automating security: 
safeguarding your  
digital transformation
INTERVIEW BY AARON EISLER, HEAD OF AUTOMATION AND ROBOTICS AT TELSTRA PURPLE

Branko Ninkovic, Founder and Executive Director at Dragony Technologies, and AISA Sydney 
Branch Chair, shares his insights on why automation is the next logical step in bolstering a 
business’s security e�orts.

Aaron Eisler

Branko Ninkovic
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C
yber security has traditionally been 
reactive and threat-centric. This 
approach worked when organisations 

were able to secure their critical data in data 
centres they owned and managed. But digital 
transformation, globalisation, the cloud, 
and workforce mobility have spread data 
and users far beyond the perimeter of easily 
walled-off office networks and data centres.

People are the new perimeter
Today, data isn’t stuck behind firewalls in 
corporate data centres; it moves wherever 
employees and their devices do. That can 
be to different physical locations, such as 
their home, coffee shops, airports, parks and 
even the street. But data is also increasingly 
moving upward and outward to the cloud, 
where organisations are leveraging 
phenomenal new efficiencies but typically 
have less direct control over cyber security.

In addition, the data that employees 
work with is increasingly not completely 
controlled by the organisations they work 
for — by 2025, IDC predicts that 49 per cent 
of the world’s stored data will reside in public 
cloud environments.

Safeguarding data in this brave new world 
is a fundamentally different task than it 
used to be. But failing to protect it is just as 
damaging as it ever was — data breaches can 
result in costly fines, reputation damage and 
other detrimental outcomes.

Instead of building a strong wall around 
the facilities where data is stored, successful 
organisations work to protect the employees 
who generate, access and share critical 
data. When companies treat their people 
as their new perimeter, they replace broad, 
rigid rules with individualised, adaptive 
cyber security that won’t slow down users. 
For example, Forcepoint Dynamic Data 
Protection (DDP) gives individual users and 
the systems they use a unique and variable 
risk-level rating, informed by behaviour-
centric analytics. These risk-level ratings 
go up or down, depending on how a user 
behaves and interacts with the data. For 
example, unexpected logging in from an 
unexpected remote location can raise the risk 
level, and an attempt to transmit an unusually 
large amount of data might do the same.

DDP uses these changes in risk levels 
to continuously drive enforcement for 
individual users and devices connected to 
the network. When the risk level reaches a 
certain threshold, user or system, actions and 
access can be blocked automatically to better 
prevent a potential data-loss incident.

A modern approach to security is a 
human-centric approach
In a competitive, flexible, work-from-
anywhere world, organisations can no 
longer accept cyber security solutions that 
put safety above success. They require a 
dynamic approach to security that enables 
collaboration and innovation, while 
proactively safeguarding the data and 
tools their people use to collaborate and 
innovate. In placing people and data at the 
centre of security strategies, and deploying 
next-generation solutions that can predict 
and prevent risks, enterprises can increase 
the protection of their digital economy and 
ensure long-term business success. •

For more information, visit www.forcepoint.com

Cyber security’s future: 
proactive, predictive  
and dynamic
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Humans are the New Perimeter.
Cybersecurity solutions that safeguard human potential, creating 
safety and trust in a world where people are the new perimeter.

forcepoint.com
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N
ew and dynamic problems 
will, necessarily, require 
new and dynamic solutions. 
The intersection of creativity 
and artistic expression with 

STEM (science, technology, engineering 
and mathematics) fields is not a new or 
novel idea. ‘STEAM (science, technology, 
engineering, arts and mathematics), not 
STEM’ has become a familiar mantra in 
education, with a growing awareness of the 
important relationship between the arts 
and sciences. Think of words commonly 
associated with artistic and STEM-based 
pursuits: perception, innovation, curiosity, 
experimentation and realisation. These traits 
are crucial in cyber security, especially as 
the world becomes ever more complex.

From the perspective of the visual and 
creative arts, artistic expression relies 
heavily on understanding the scientific 

principles associated with an artist’s 
chosen medium. Likewise, scientific 
discovery and invention have benefited 
from the artist’s approach to perception 
and communication. Albert Einstein is 
often quoted as saying that ‘Imagination 
is more important than knowledge’, and 
‘The greatest scientists are artists, as well’. 
Music was integral to Einstein’s own work. 
A pianist and violinist, he would play 
while pausing to take notes regarding his 
scientific theories. The process of playing 
music helped along his thoughts.

Ada Lovelace, in 1841, wrote of imagination 
as the combining and discovering faculties, 
essential for penetrating the unseen 
worlds of science by finding unknown 
relations between things. Finding unknown 
connections between seemingly disconnected 
data is, of course, an essential skill for 
security analysts. 

The art  
of cyber security
BY MIN LIVANIDIS, INDUSTRY PROFESSOR AT DEAKIN UNIVERSITY (CSRI)  
AND CYBER SECURITY INTELLIGENCE EXPERT

George Kneller, in the 1965 book The Art and Science of Creativity, wrote that thinking creatively 
meant to ‘look afresh at what we normally take for granted’. And in the constantly evolving world 
of cyber security, where technology and threats change daily, the need for creative thinking is clear. 

Min Livanidis
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In 2013, American academic and ‘science 
evangelist’ Ainissa Ramirez said that 
‘creativity is the secret sauce in STEM’. The 
new century required an ability to ‘link the 
unlinkable’ and play with concepts in new 
ways. Creativity, Ramirez stated, is a STEM 
virtue. In cyber security, it is essential.

Simplicity is another area in which cyber 
security professionals could benefit from the 
arts. Charles Mingus, one of the great jazz 
musicians and composers of the 20th century, 
believed that ‘making the simple, awesomely 
simple’ was true creativity. Consistency, 
cohesion and composition are key elements in 
all art forms – without simplicity, an artwork 
becomes incomprehensible, disguising the 
artist’s intent. Simplicity in communicating 
complex concepts is a problem the cyber 
security profession has long struggled to 
overcome, with the challenge of presenting 
cyber risks to board members a frequently 
cited concern. Incidentally, too, musicians are 
increasingly seen as a potential solution to the 
perceived cyber skills gap, with a proclivity 
for programming.

Unfortunately, many cyber security 
professionals live with the misguided belief 
that they lack creativity. This is, of course, 
not true. Creativity comes in endless forms, 
appearing from the time we learn to solve 
simple problems as children. As Picasso once 
mused, all children are born artists – the 
struggle is how we remain artists as we get 
older. Fortunately, research indicates that like 
good art, developing our creativity is simple. 
Dr Mark Beeman, who leads the Creative 
Brain Lab at Northwestern University and 

uses brain scanners to understand the 
creative process, found that the experience 
of ‘sudden insights’ – seemingly disconnected 
from their preceding thoughts – are the 
‘culmination of a series of brain states and 
processes operating at different time scales’. 
Or as Zat Rana helpfully put it, ‘Eureka 
moments occur because of the work leading 
up to them. Action stimulates inspiration 
more o¤en than inspiration stimulates action’. 
Like building muscle, creativity is developed 
over time through exercise.

Nurturing creativity in the cyber security 
workforce will be fundamental to the future 
growth and success of the industry. An 
untapped talent pool potentially exists in 
the visual and creative arts, while exercising 
o¤en neglected creative and artistic muscles 
may help existing cyber professionals to 
develop and grow in new and unexpected 
ways. The pages of history are filled with 
artist–scientists, with the cultural divide 
between them a more recent phenomenon. 
There is no reason this cultural divide should 
continue to exist. Indeed, it is good business 
for the cyber security industry that this 
divide ceases to exist. And good business, as 
Andy Warhol said, is the best art. •

References:
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A
�er devastating bushfires and a global 
health crisis, a cyber attack may well 
be the next major national security 

event. To ensure that Australia is best placed 
to deal with a significant cyber incident, we 
need a comprehensive cyber industry plan 
that must include four elements. Industry and 
government need to:

 — better define their respective roles in 
managing and responding to cyber risk

 — improve the security of critical supply chains
 — boost the cyber skills pipeline
 — co-design cyber security regulations.
In cyber security, the interplay between 

government and the private sector is more 
prominent than in other national security 
domains. Private industry accounts for more 
than 80 per cent of Australia’s cyber security 
workforce. Businesses are compelling 
targets for a devastating cyber attack, for 
example, potentially crippling the financial 
sector or shutting down an energy grid. It is 
the private sector that is most o�en on the 
frontline: repairing critical infrastructure, 
tracking intruders or testing systems.

The scope of national security agencies’ 
cyber security activities should be more 
specialised, with the private sector 
assuming greater responsibility for 
service delivery. Government should 
focus resources on its core strengths and 
capabilities, and where it has sole legal 
authority. Industry should continue to focus 
on providing economy-wide identification, 
protection and response to cyberthreats. 
It should never undertake offensive cyber 
activity or espionage.

The pandemic has exposed 
vulnerabilities of global supply chains, 
from energy security to medical equipment. 
Policymakers are looking at how to rebuild a 
modern and dynamic manufacturing sector, 
and design an economy to better withstand 
global shocks, while still having Australia 
participate enthusiastically in the global 
marketplace. Central to this is protecting the 

technology layer of supply chain and critical 
infrastructure systems.

A cyber-resilient nation starts with being 
cyber smart. Australia can only build a 
sovereign cyber capability if current skills 
shortages are addressed. We need more than 
17,000 additional cyber security workers 
in Australia over the next five years, with 
the current skills shortfall depriving the 
economy of more than $400 million per year.

If we are serious about boosting Australia’s 
cyber workforce, we must improve the 
coordination of schools, TAFEs, universities 
and companies. Industry must invest in 
vocational training and apprenticeships to 
upskill its people and retrain those keen 
to enter cyber careers. Critically, all skills 
discussions must focus on attracting more 
women to cyber security.

Legislation struggles to keep up with cyber 
security’s rapid advance. We need an honest 
discussion about what new regulation is 
required to combat increasing cyberthreats. 
Industry needs stronger incentives to 
improve cyber security posture, and data 
breach notification schemes require better 
enforcement. We must also focus on changing 
institutional technology culture.

As Australia recovers from COVID-19, we 
must resist protectionist urges and embrace 
a global outlook. At the same time, we 
must build a stronger local cyber security 
sector that is both 
self-sufficient and 
resilient, with 
industry playing 
a central role. 
We cannot be 
beholden to offshore 
providers, including 
US multinationals. 
We need to talk more 
openly about the 
cyberthreats we face 
now, and those on 
the near horizon. •

Australia’s sovereignty 
starts with industry
BY JOHN PAITARIDIS, CEO, CYBERCX

Cyber security underpins Australia’s economic and national resilience. 

John Paitaridis  
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A
s businesses become more digitally 
empowered with increasingly 
remote workforces, cyber threats 

find new ways to breach defences, 
increasing the risk to business operations 
and the bottom line.

Wesfarmers Industrial and Safety Head  
of Cyber Security and Risk Daminda 
Kumara, and Head of Technology, Strategic 
Sourcing Carmen Rusman, uncover three 
practical tips that have helped to elevate 
cyber to a boardroom conversation.

1. It’s not about how well programs  
are working; it’s how well risk is  
being managed
Boards oversee risk, not operations. 
Kumara, who reports up to the Wesfarmers 
board quarterly, says, ‘Rather than tell them 
how your cyber security program works, 
show them how (or how well) the risk is 
being managed’.

From loss of revenue and intellectual 
property, to legal liability and reputational 
damage – including the cost to resolve 
– boards of directors bear the ultimate 
responsibility for the risks associated with  
a breach. To execute their due diligence,  
they rely on their organisation’s cyber 
security leader to help them understand  
two things: what are the risks to the 
business, and how well is the company 
managing those risks?

To help convey risk management up  
to the board, Wesfarmers uses a National 
Institute of Standards and Technology 
framework to showcase progress  
and performance. 

‘We aim to simplify our message in 
two forms – visually, with a traffic light 
assessment;  and numerically, with a 
percentage measurement – against each 
KPI. This way we can showcase how 
effectively risk is being managed, and 
quickly highlight how we will get from  
red to green.’

2. Connect the dots between cyber risk 
and commercial risk
‘At the end of the day, cyber risk is business 
risk,’ says Kumara, for whom a key strategy 
for highlighting business risk is through 
storytelling. ‘If you talk to the board about 
a specific program, bring in an example 
that showcases commercial impact. When 
speaking about vulnerability management, 
share the story behind a major breach – 
benchmark impact and story tell to relate 
business context and commercial risk.’

‘With a focus on reporting and board 
visibility over the past two years, the 
increased investment in cyber security has 
been significant,’ Rusman shares. 

For board members, investment is 
prioritised by business value, and in Rusman’s 
experience, ‘Investment discussions are easy 
once the board realises the requirements and 
understands business value’.

3. Rely on your partners to help you win
Kumara believes that there should be 
no barriers between staff and partners. 
‘Strategic partners like Secureworks have 
become an addendum to our team, and I 
truly believe a strong partnership delivers 
the right outcome for our business. For all 
our partners, there is clear visibility and 
alignment on expectations to ensure we are 
collectively focused on what is needed for 
the board. In this way, we act as one team 
delivering a single set of objectives.’ 

As a business, Wesfarmers presents 
23 key metrics to the board each quarter 
that showcase the ongoing status of risk 
management and cyber security measures.

For cyber security leaders across Australia, 
there’s never been a more important time 
to showcase risk management to the board. 
At Wesfarmers Industrial and Safety, that 
means always addressing business impact, 
leveraging partners to assist in reporting, and 
ensuring that cyber security and business 
risk are seen as one in the same. •

Elevating cyber security to 
a boardroom conversation
Cyber security, once relegated to the back o�ce, is now a front-and-centre priority for boards and 
executive leadership teams. 

Carmen Rusman

Daminda Kumara
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A
s a kneejerk reaction to the 
turbulence and uncertainly in 
the first half of 2020, no matter 
the industry, there was one fairly 
common thing happening across 

the board: an immediate and indefinite freeze 
on external recruitment. 

So, where does that leave our cyber teams, 
many of which immediately look to the 
external candidate pool to fill skill gaps? The 
answer is the hidden internal talent pool. 
While we may have had a quick glance at 
internal talent previously, we’re now given the 
opportunity to explore this in more depth. At 
the same time, that hidden internal talent may 
be looking to make a move into an industry 
that they perceive as more stable while work 
dries up in other professions during these 
uncertain times. There are plenty that have 
upskilled in their own time but can’t work out 
how to break into the industry and get up the 
first rung on the ladder. We need them and 
they need us. It’s win-win.

Did you know that Jane, the network 
engineer, won a cyber security scholarship 
last year? Did you know that Khaled from 
marketing has been attending community 
InfoSec meet-ups for the last year? Did you 
know that Penny from enterprise risk has 
been aching to get stuck into cyber risk? Did 
you know that Ben from the commercial team 
has spent every lunchtime for the past three 
months diligently chipping away at the cyber 
courses offered through LinkedIn Learning? 
Without a proactive, loud and visible search, 
you will never know.

Announce formal vacancies loud and 
proud internally. Announce vacancies in 
projects and working groups widely. If you 
need to test the waters, consider seeking 
expressions of interest to gauge the level 
of interest from that lurking talent, then go 

about creating a role or set of responsibilities 
around that interest.

Explore unconventional arrangements. 
Does it need to be a permanent move? Maybe 
a secondment will work. Maybe a job-share 
arrangement is best. Maybe someone can 
commit 50 per cent of their time for the next 
six months. Maybe it is a project or initiative 
that can be cross-pollinated with cyber 
and non-cyber staff. Maybe Khaled from 
marketing does have the transferable skills 
to run the next cyber awareness session. 
Maybe Jane is perfectly placed to spearhead 
a clean-up of those vulnerabilities that 
no-one ever seems to have time to look at. 
Maybe it’s time to consider Penny’s thoughts 
on a refreshed set of key risk indicators. 
Maybe Ben is perfectly placed to run that 
phishing campaign.

They’ll bring with them something that 
outsiders won’t, and that is an existing 
understanding of the organisation: what it 
does, how it works, the political landscape, 
how best to navigate the organisation to get 
things done, and potentially some insight into 
the less-than-desirable activities happening 
around the place – shared passwords in 
the contact centre, passwords written on 
post-it notes in marketing, sensitive data on 
USB drives being handed around, devs with 
source code in unauthorised repositories, 
shadow IT instances, and so on.

The skill set required across cyber teams 
is so varied, both wide and deep, that there 
will certainly be transferable skills hidden 
internally. In these unusual times, we need 
to tap into that hidden talent. Technical 
cyber skills are o¤en not at the top of 
the requirements list – someone who is 
collaborative, energetic, passionate and self-
starting with a curious mind may be all that 
is required. •

COVID-19: looking inwards
BY DAN MASLIN, CISO AND AISA EXECUTIVE ADVISORY BOARD MEMBER

While we’ve usually kept one eye on the internal talent pool in the past, COVID-19 has forced us to 
take a deeper and more serious look at the talent that lies within our organisations. 

Dan Maslin
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Daniella Traino

Tony Vizza

W
hile health authorities have 
implemented containment 
strategies to flatten the curve 
of potentially devastating 
health effects, cyber security 

incident responders have been able to relate 
from a threat-management perspective as 
organisations have raced to implement new 
ways of doing business to support their people, 
their customers and their partners. Business 
continuity has seen a massive uptick in 
remote working in order for the organisation 
to continue to function. For many, digital 
technologies are no longer an option but are 
instead a key success factor in transitioning 
their workforce, managing changes in 
customer demand and simply surviving.

The economic impact of COVID-19 is yet 
to be fully understood, but organisations 
are already adjusting their workforce for 
the immediate changes in demand for goods 
and services. Organisations are rewriting 
their strategic plans to prepare for revenue 
declines, tight cost management and to 

answer the ultimate question – how do 
we remain viable in this new world? This 
question raises other organisational and 
human challenges: should Prime Minister 
Scott Morrison be on point with his 
prediction that restrictions are highly likely 
to remain in place for at least six months, with 
international travel bans lasting even longer.

This scale up of technologies, policies and 
the new reality of remote working has seen 
many organisations unprepared and facing 
several challenges. These include limited 
technology consumables (for example, 
due to an overseas-based supply chain), 
use of personal devices for business and 
information handling, so¤ware licensing 
and deployment, and configuration of 
remote services (including VPN and multi-
factor authentication).

What does the threat environment look like?
While these challenges cannot be 
underestimated, it should be noted that 
cybercriminals and other malicious actors 

Cyber considerations 
in a COVID-19 world
BY DANIELLA TRAINO AND TONY VIZZA

The COVID-19 pandemic has seen many countries around the world, including Australia, experience 
stress and confusion at unprecedented levels, both at the organisational and human levels. 
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never waste a crisis situation to gain access 
to sensitive information, systems and funds. 
These miscreants are keenly aware of our 
challenges, seeing opportunities for further 
exploitation. Globally, cyber security 
intelligence has warned that these malicious 
actors are attempting to take advantage 
of the uncertainty and flexible working 
arrangements that many organisations 
are implementing. Remote working tools, 
such as Zoom videoconferencing and 
Microso¤ Teams, are recent examples of 
where malicious actors are identifying 
vulnerabilities in our digital tools to 
undermine our security and privacy. 
Worldwide, social engineering (phishing) 
attacks and scams, and malicious so¤ware 
(ransomware) exploiting COVID-19 and our 
insatiable human interest for information on 
this topic are on the rise.

The Australian Cyber Security Centre 
(ACSC) has reported thousands of COVID-19-
related websites registered in the space of 
a few weeks, with many being illegitimate. 
While the cyberthreat environment has 
been a hotbed of activity for some time, 
alongside technological advancements and 
innovations, the activity has been heightened 
in recent months. Cyber security intelligence 

reports indicate that this will continue. The 
ACSC also reported 45 cybercrime and cyber 
security incidents from individuals and 
businesses in a two-week period in March 
2020, all related to COVID-19.

Malicious actors are using email and 
other messaging platforms (such as SMS) to 
impersonate reputable organisations (for 
example, government and health agencies), 
in order to lure recipients into visiting 
websites that host viruses or malware 
designed to steal their personal/financial 
information. To increase the appearance 
of legitimacy, these phishing messages are 
sent from addresses that closely resemble 
the official organisations or entities, o¤en 
adopting the official message format, and 
including well-known branding and logos. 
In parallel, cybercriminals are attempting to 
sell COVID-19-themed tools (such as COVID-19 
trackers) with malicious so¤ware that 
downloads to steal financial information.

Cybercriminals are also engaging in 
working-from-home and employment 
scams. These involve inviting people 
to support a COVID-19 relief fund, or to 
complete a survey using a Microso¤ Word 
or Sharepoint document. These scams follow 
the path of the pandemic; as each nation 
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grapples with the health of its citizens and 
service shutdowns, the malicious actors 
cra¤ and target their multi-language 
scams accordingly. Individuals who are 
caught up in this scam unwittingly become 
money mules for cybercrime syndicates, 
transferring proceeds of crime into 
untraceable cryptocurrency.

As organisations have increased their 
use of remote services and cloud services, 
malicious actors have been observed 
to target credentials for these services, 
leveraging misconfigured remote desktop 
protocols and stepping up brute force attack 
techniques (traditionally seen with web 
services such as credential stuffing, SQL 
injection, and cross-site scripting techniques 
against web and mobile applications). 
Organisations supporting personal 
electronic devices are another risk vector 
for consideration as these techniques are 
easily transferable to devices not under your 
traditional control.

As staff work in flexible arrangements, 
they increasingly rely on phone 
communications and home offices with 
shared facilities. Malicious actors will likely 
conduct malicious operations attempting 
to mimic official business communications 
– voice phishing, or ‘vishing’, and robocall 
scams, as well as technical support scams. So 
far, initial targets were observed by US cyber 
security vendor CrowdStrike, targeting 
transportation and travel industries 
significantly impacted by the outbreak.

How sensitive information is accessed, 
destroyed and handled in such ‘home office’ 
environments raises many challenges 
for technical support and cyber security 
teams as they manage the risks of data 
loss and confidentiality, and data leakage 
for both corporate and personal assets. 
Many of these ‘home office’ environments 
were not designed with cyber security 
in mind, nor with foreseeable extended 
work arrangements.

Managing the inherent risks of digital 
innovation and technologies, even in 
uncertain times, is an enduring challenge for 
all businesses regardless of their industry 
and size.

It is therefore critical to maintain vigilance, 
and a continuous focus on cyber hygiene and 
cyber resilience.

A zero trust approach to cyber security
Perhaps the COVID-19 pandemic itself can 
provide some clues as to how to manage these 
cyberthreats. The behavioural changes that 
have ensued to prevent the spread of the 
virus – social distancing, washing hands, 
self-isolation and wearing face masks – are 
equally relevant to managing the risks in a 
virtual and technological environment.

The basis of a mature information security 
strategy is what’s referred to as a ‘zero trust 
model’.1 The premise is simple. Start by 
assuming that the organisation’s technology 
infrastructure is already compromised, 
and design your strategy and approach to 
information management with this in mind. 
That is, verify anything and everything trying 
to connect to your information and systems 
before granting access. This design principle 
is fundamental given the porous nature of an 
organisation’s technology network, the global 
supply chain, and the significant use of cloud 
services and personal devices.

In practice, a zero trust model implies that 
an organisation is operating on the basis that 
the entirety of the information in its servers, 
its network and what is consumed in the 
cloud, is able to be accessed from anywhere 
and by anyone. The organisation then works 
backwards to protect that information, 
starting with its standard operating 
environment, designing policies, procedures 
and configurations that serve to protect the 
organisation should one or a number of systems 
be compromised. This may include (but is 
certainly not limited to): full disk encryption 
on all mobile devices; sandboxing of company 
data on employees’ personal devices; remote 
device erasure for lost or stolen devices; strong 
passwords and passphrases; multi-factor 

1  The National Institute of Standards & Technology (US 
NIST) has issued a draft standard for further guidance 
on designing for zero trust (SP 800-207)

As sta� work in flexible arrangements, 
they increasingly rely on phone 
communications and home o¦ces with 
shared facilities. Malicious actors will likely 
conduct malicious operations attempting 
to mimic o¦cial business communications
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authentication for any remote access; and point-
to-point encryption for data in motion.

Some organisations lack dedicated, 
qualified cyber security specialists to help 
design, implement and monitor a zero trust 
approach to cyber security, so it’s prudent to 
engage specialist providers. The (ISC)² 2019 
Cybersecurity Workforce Study found that 
globally, there were more than four million 
unfilled cyber security positions – a significant 
increase from the prior year. There is a clear 
need for certified and qualified frontline IT 
professionals to help organisations to develop 
their zero trust cyber security strategy.

By adopting a zero trust approach, 
organisations can better ensure the 
effectiveness of strategies and measures to 
protect its most valuable assets – information 
and people.

What to consider when developing cyber 
security contingencies
When determining a strategy to manage the 
numerous challenges introduced into the 
operating environment due to COVID-19, the 
following, as a minimum, should be considered.

 — Know your data and revise your access 
models. Focus on the information in your 
organisation’s possession. Understand 
what is sensitive and critical; where it is 
stored, backed up and available; how it 
is made available and by whom. Devise 
policies based on a need-to-know basis, and 
ensure that access to resources and data 
is verified at each step. Where available, 
enable multi-factor authentication for 
remote access and related services (such as 
email). If personal devices are supported, 
ensure that mobile device managers give 
you control over what resources are 
accessed and stored. In these situations, 
you should be able to securely erase all 
traces of this sensitive data on the personal 
device (only where your data resides) in 
the event of a compromise or asset loss.

 — Continually educate and train your people 
and customers. Staff responsible for your 
organisation’s cyber security should 
be trained, skilled and certified in their 
cra¤. All staff should be taught how to 
adopt basic hygiene practices for both 
the home office and remote working. 
This includes why and how to keep 
information confidential; how to keep 
assets secure; how to identify malicious/

suspicious activity; and where to go for 
help. Consider educating your staff on 
how to set up a secure home network (for 
example, changing default passwords on 
routers, updating firmware and setting up 
secure wi-fi). These same considerations 
may be just as important for your 
customers and key business partners, too.

 — Monitoring and response. Does your 
organisation know who has access to 
your data and what is happening across 
your environment? Can you identify and 
remediate cyber-related vulnerabilities 
before they are exploited? Do you have an 
incident response team with a playbook? Do 
you have a business continuity and disaster 
recovery plan? Do you have to bring your 
own device policies and procedures? What 
does your cyber security governance and 
compliance look like?

These questions and more are vital for any 
organisation operating in today’s world. They 
are especially critical now, as the pace of digital 
transformation due to the COVID-19 pandemic 
has resulted in a huge shi¤ in organisations’ 
business-as-usual approach, with an 
increasingly fertile cyberthreat environment.

In conclusion
COVID-19 has seen the world change 
profoundly in the past few months. If 
health containment strategies continue for 
a while longer, the changes will be even 
more pronounced. Analysts and pundits 
are claiming that the commercial reality for 
organisations will never be the same as what it 
was before the pandemic.

Challenges also bring opportunities in 
cyber security. While daunting for many 
organisations to consider right now, those 
that are fully embracing the digitisation 
and workforce changes that COVID-19 has 
accelerated, and those that can measure, 
categorise and manage the new or heightened 
cyber security risks that this digitisation 
brings will not just survive, but will thrive. •
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R
ansomware can be devastating to an 
individual or an organisation. Anyone 
with important data stored on their 

computer or network is at risk, including 
government, law enforcement agencies, 
healthcare systems or other critical 
infrastructure entities.

Recovery can be a difficult process, and 
some victims pay to recover their files. 
There is, however, no guarantee that 
individuals will recover their files if they 
pay the ransom.

According to Darin Harris, Chief 
Operations Officer of Remote Techs, in 
early 2019, one of the company’s main 
concerns was cyber threats. Several of its 

customers had recently been impacted by 
ransomware attacks.

‘It’s a critical line of defence,’ Harris 
said about NeuShield. ‘If there is a cyber 
attack or a user mistake, NeuShield allows 
us to fix things quickly and efficiently, 
rather than having to go back to our 
backup system and do a restore. It’s 
super simple: get on the impacted 
machine, quickly pick the data and files 
you want to recover, push a button, and 
[you’re] done.’ •

NeuShield is represented by Katana 
Technologies. For more information, email 
steve.rielly@katanatechnologies.net

Protecting against 
ransomware attacks
It’s no longer possible to have a single product and hope that it does everything that you need it to do. 

Get an Extra Year for FREE!*
Purchase two years of NeuShield Ransomware protection 
before 1st October 2020 and receive an extra year for free.  

Simply quote “Cyber Today” to Acquire IT and get three years 
for the price of two! 
*Terms and conditions apply.

Learn more at www.acquireit.com.au/neushield

Not all ransomware protection is the same
Traditional ransomware protection is able to detect and block known malware 
and viruses. Even with constant updates, however, it’s often not effective in 
stopping new or unknown attacks.

NeuShield Data Sentinel is different. It goes deep into your system to recover 
data—no matter how or why the data was changed. Even zero-day ransomware 
is no match for NeuShield Data Sentinel.

Your data has never been safer.

acquire
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I
n the early days of the internet, it was easy 
to build soware. There was implicit trust 
between the universities, and this meant 

that users could simply assert who they 
were with no proof. Soware developers 
didn’t need to worry about authentication, 
authorisation, encryption, key exchange or 
secure coding practices. It was a pleasure to 
write code without any concern for security.

As the internet and web boomed with 
more users, soware development got more 
complicated. The implicit trust wore away, 
firewalls were erected, and middleware and 
services became necessary to navigate these 
perimeters. Soware took more time and 
complexity to build, and was less integrated.

There have been many initiatives to 
simplify soware development and cyber 
security. Despite many well-received efforts, 
the impacts have been small. The incremental 
progress of the soware and security 
industries did not yield any breakthroughs in 
usability and security.

It took a substantial rework of the 
paradigms of networking and security to 
accomplish a breakthrough. The introduction 
of Micronetworking™ ends the trade-off 
between usability and security, so now you can 
have both.

Aer seven years of prototyping with 
virtual networking concepts, Todd Hubers 
invented Micronetworking, bringing back 

implicit trust with 
better security. 
Micronetworking 
is bigger than 
OpenFlow and 
soware-defined 
networking. It will 
have a massive 
impact on the world.

Soware 
developers will 
rediscover the 
pleasure of coding 
again. Instead 
of standards for 
pushing data to 
RESTful services, 
Micronetworking 
provides direct 

access securely. Without the concerns  
of security, system integration is  
beautifully simple.

Executives will gain better control. Instead 
of undocumented casual connections, 
Micronetworking consolidates control in one 
place. Instead of leaning on IT departments to 
understand all of their business’s relationships, 
Micronetworking empowers business 
stakeholders to precisely set and manage 
security policy in seconds, ensuring that access 
matches the legal contracts that they signed.

Network engineers will be liberated from 
the misplaced burden of network security. 
Instead of top-down deep packet inspection, 
a micronetwork is built bottom-up with 
millions of direct microtunnels that terminate 
at applications, not hosts. This means 
that networking can be dedicated back to 
reachability, performance and new functions.

Dull is the ironic name for a new company 
that Hubers co-founded. It will be the 
custodian of open standards and soware for 
the masses, and of commercial solutions for 
enterprises. Dull is partnering with Deakin 
University to drive research in this new 
domain and refine standards. •

You will have an opportunity to learn more 
about Micronetworking in the coming months 
with a series of webinars and demos. Be sure 
to sign up at https://dull.net/simplify

A new era begins
A fundamental reconstruction of networking and security that makes cyber security easy.

The anatomy of a micronetwork

| Cyber TodayA 

PARTNER CONTENT

507395E_Dull I 2547.indd   1 23/7/20   3:30 pm

| Cyber Today28 

PARTNER CONTENT



C

M

Y

CM

MY

CY

CMY

K

507395A_Dull I 2547.indd   1 25/6/20   11:15 am



| Cyber Today30 

INSIGHT



The differences 
between IT and 
OT security
BY ROBERT M LEE, CEO, DRAGOS

Let’s be realistic. occupational technology cyber security is nowhere close to achieving the 
detection, investigation and remediation times of the IT world. And that’s okay for now.
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W
e should bring the 
fundamental truth about 
IT cyber security to bear 
on operational technology 
(OT) while keeping in 

mind that OT is very different. In the 
most simplistic way, you can think of it as: 
OT = IT + physics.

Physics in this equation stands in for the 
physical processes that OT systems control 
– whether it is machines and robots in 
manufacturing facilities, pumps and valves 
at water stations, or electrical grid equipment 
run by the power plant.

The physics piece is the hardest part for 
attackers to influence. It takes quite a bit 
of planning and design for them to execute 
manipulations against physical processes, 
and make an impact on facilities and 
equipment. Take, for example, the public 
attack in Saudi Arabia in 2017 using a piece 
of OT-focused malware called TRISIS. The 
adversary had compromised environments 
for three years before carrying out an 
attack against an oil and gas facility. This 
was the first publicly disclosed OT cyber 
attack clearly designed to injure or kill 
someone. Fortunately in this case, the attack 
failed to hurt anyone due to an error in the 
malicious code.

It does, however, offer a good lens 
through which to look at the problem – 
namely that there is a magic window for 
cyber response, and it is likely to shrink due 
to digital transformation and convergence.

At the same time, it’s crucial to remember 
that OT has a different mission, different 
systems, different threats and a different 
impact on organisations than IT. Safety, 
environmental impact, process availability, 
and intellectual property are key for OT. Many 
of the basics of IT security simply do not apply.

For example, vulnerability and patch 
management are fundamental to IT security, 

but are much less important for OT because 
many of the vulnerabilities in OT don’t 
necessarily threaten the ultimate safety 
or mission of that OT system. A study we 
conducted found that some 64 per cent of 
all industrial vulnerabilities don’t actually 
introduce any risk, and a further 34 per cent 
were inaccurate. This means that in the 
industrial world, a patch-at-all-costs mindset 
doesn’t make sense so much as one that 
has organisations smartly patching but 
prioritising architecture and threat tactics 
instead. The overarching lesson is that there 
are definitely lessons to learn from IT cyber 
security, but as organisations seek to improve 
OT cyber capabilities, it doesn’t make sense 
to copy and paste your enterprise cyber 
security strategy into industrial control 
systems (ICS).

Where to get started
Applying lessons from IT cyber security 
and tailoring them to the OT environment 
is a years-long process toward maturation. 
But there are some important first steps that 
organisations can take to kickstart their OT 
cyber security strategy and execution.

 — Engage operations. Cyber security 
professionals who want to help improve 
OT risk postures should start by 
listening and learning the language of 
operations. This can be initiated with a 
gesture as simple as bringing a box of 
doughnuts to break the ice and start a 
friendly conversation with operators and 
engineers. Use that opening to ask them 
to teach you about what goes on in their 
side of the house. This should be done 
with no security ulterior motives: no 
checklists, no enforcement efforts and no 
vulnerability benchmarks. This opens up 
a conduit for future cooperation to create 
relevant cyber security policies and 
procedures that align with OT objectives.

 — Initiate knowledge transfer. The cyber 
security skills gap experienced in the IT 
world is magnified in OT. It’s hard to get 
access to industrial environments for 
training purposes, and industrial cyber 
ranges are o¤en extremely costly with few 
virtualisations. Organisations should be 
seeking out ways to transfer knowledge 
and share it to make more experts in-
house and develop security champions 
among operators and engineers. A good 

It’s crucial to remember that OT has 
a di�erent mission, di�erent systems, 
di�erent threats and a di�erent impact on 
organisations than IT. Safety, environmental 
impact, process availability, and intellectual 
property are key for OT
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way to initiate that knowledge transfer 
is to bring in external teams to do 
assessments of the environments, and ride 
along during the assessment and ask lots 
of questions.

 — Read up and train. Beating the OT cyber 
security skills shortage and learning 
the language of OT cyber security will 
require all stakeholders to read up and 
train along the way. Fortunately, the 
resources are growing for OT cyber 
defenders, with many of them freely 
available. For more information, check 
out my blog at https://www.robertmlee.
org/a-collection-of-resources-for-getting-
started-in-icsscada-cybersecurity/.

 — Make OT threats visible. The only way to 
understand the depth and breadth of your 
OT risk is to start adding better visibility 
to the OT environment. Use security 
monitoring to put the right information 
at the fingertips of defenders, operators 
and engineers. But learn from the flubs 
of IT security in the past – don’t overload 
defenders with every piece of possible 
information. Be sure that systems offer 
up vetted, relevant and actionable OT 
security information so that teams aren’t 
drowned out. Bubble up visibility – put 
information at their fingertips but vet 
information and make it relevant and 
actionable – without drowning small 
teams out.

 — Go on a hunt. Once you’ve observed, learnt 
the language of OT, grown to love your 
operations and learnt more about your 
environment, go on an OT threat hunt. 
Be proactive in your own environment 
and you’ll start to figure out what you 
have and what you don’t have in terms 
of information collection and defences. 
It’s a great way to learn more about the 
environment and continually improve 
your risk posture.

People, process, technology and the OT 
security operations centre
Who should perform the security of the 
OT and ICS in any given company? This is 
a question I commonly get asked, which 
is based on a need to identify the proper 
structure, governance, staffing, tooling and 
training of personnel in the organisation. 
This question sometimes forms in the 
IT versus OT debate as to who ‘owns’ the 

security function for the overall industrial 
environment. I would like to share some 
of my insights and my thoughts on the 
classic debate, as well as recommendations 
for putting in place the right structure 
to support a security team focused on 
industrial security, and how to find and 
build these professionals. My insights will 
largely draw from ‘what right looks like’ in 
terms of dealing with targeted threats at 
Dragos and from teaching my SANS ICS515 
class at the SANS Institute, in which I’ve 
now trained more than 1000 personnel.

Best raw material for an OT security team
Where you source talent (IT or operations) 
for your OT security team doesn’t have to 
be absolute (should I train an operations 
person on security or a security person on 
operations?). The key is to find good people on 
either side; however, IT security–background 
folk tend to adapt quicker to finding intrusions 
in OT where operations-background folk 
tend to adapt quicker to understanding the 
consequence of a cyber attack. In short, recruit 
from both when possible.

The IT versus OT debate is dying off. CEOs 
and boards expect their chief information 
officers (CIOs) and chief information security 
officers (CISOs) to understand and manage 
the cyber risk as it relates to the industrial 
networks and environments. There will have 
to be specialised IT teams to deal with OT 
in the same manner that specialised teams 
form if IT is asked to manage specialised 
equipment and so¤ware, such as enterprise 
resource planning.

My favourite strategy is to pair people 
of different skills and backgrounds. When 
you’re dealing with complex environments 
and complex human threats, it’s important 
to have diversity of thought and expertise. 
One of the core things I tend to want for folks 
that will work ICS security operations is the 
ability to run an investigation instead of 
simply dealing with alerts.

It’s not OT versus IT
Finding skilled OT security personnel is 
going to be difficult, and you cannot expect 
an analyst to have engineering, automation, 
IT and IT security skills at a competent level 
to start. I think it’s important to have a keen 
understanding of the language and a core 
passion for the mission that’s taking place in 
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engineering and automation. With that, the 
IT and IT security skills can translate quickly, 
and the other areas can grow.

Specialised process and technology will 
be required. When I have talked about an 
OT security operations centre (SOC) versus 
an IT SOC, I am referring to unique people, 
processes and technology, not the idea that 
there has to be a new reporting chain, budget 
or facilities.

On the governance side, one of the biggest 
clashes I tend to see is not that CIO/CISOs are 
expected to manage the risk in operations, 
but that the manner to which they do is o¤en 
through the lens of standards, regulations 
or best practices. Most of the time, these are 
entirely just IT security practices copy and 
pasted into the ICS. This can lead to massive 
friction and form an IT versus OT divide that 
does not need to exist. I’m good with the CISO 
advising on the cyber risk in the industrial 
networks (I don’t think it should be the CIO), 
but they must take more consideration on 
their customers’ needs. I also don’t think the 
CISO should ‘own’ the risk so much as advise 
on it, and report to the CEO and board about 
it – but there’s a thin line between what works 
and what doesn’t for different organisations.

Extending the discussion to security 
operations
The industrial environment has different 
systems, mission requirements, risks and 
cyberthreats. O¤en a lot of focus is placed 
on the systems piece. ‘Well, they’re just 
Windows systems’ has been a common 
pushback against ICS-specific threat 
detection, as an example. I would argue that 
it’s not just a Windows system anymore when 
it’s running engineering so¤ware or mission-
critical applications and ICS so¤ware, such 
as a human-machine interface. How the 
system operates, what it does, the impact of 
its compromise, what you can do with it and 
what an adversary has to do to accomplish 
its goals all change, so breaking down the 
debate based on operating systems to me is 
naive; however, it’s a moot point, because the 
prevalence of IT systems in ICS or OT is not 
the focus to me. The point is that there is a 
unique mission and unique risks with unique 
cyberthreats. Therefore, no matter how 
much convergence takes place in the form of 
technology, the reality of these environments 
is that they demand a unique security focus.

Ben Miller and I wrote a paper a couple 
of years ago, exploring the differences 
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between an IT and OT SOC. One of the 
chief points we made was that an OT SOC 
was required due to the unique mission 
and risks. It was also discussed that the 
structure of the OT SOC, in many ways, 
is flipped where your Tier 3 personnel 
are not necessarily your highest-trained 
security personnel centralised together 
to deal with significant cases, but instead 
are decentralised and closest to industrial 
operations with the most knowledge of 
them. These Tier 3 personnel could be 
members of operations who act as the 
‘champion’ for security, or they can be – and 
if possible, should be – OT SOC–dedicated 
members who have the best understanding 
and relationships with the operations staff. 

As an example, you might have a Tier 3 
OT SOC member who really understands 
offshore drilling for an oil and gas 
company, and has the right connections and 
relationships at the facilities. This person 
is still expected to understand security and 
still contribute to the daily tasks of alert 
triaging and analysis, but may also spend 
time working with operations to position 
them better against future threats or help 
to tailor collection, so that the OT SOC gets 
the visibility required for the type of threat 
detection and response they want to achieve.

An SOC is simply people, process and 
technology focused on security operations. 
It can have its own budget, but it might 
not. The reporting chain will likely be 
the same. You must sit the OT SOC with 
or near the IT SOC, so that visibility and 
collaboration across the organisation can 
take place. But the people, process and 
technology you choose for the OT security 
operations mission is going to be different. 
You are going to look for different skill sets 
and training, you are going to measure 
and incentivise the people differently (the 
number of tickets opened and closed would 
be a horrible core measurement of an OT 
SOC analyst, as an example), and you must 
have technology that is well suited for 
industrial networks – not only on the ICS 
protocols and communications, but also in 
the context of what it’s looking for and how 
it enables investigations for the analyst.

The analyst journey
The analyst journey for industrial 
security operations is also different from 

the analyst journey for those working 
a classic enterprise security operations 
mission. It is a common occurrence that 
in an enterprise SOC you have analysts 
broken across Tier 1, Tier 2 and Tier 3 that 
have functions and tasks that would not be 
effective or appropriate for the industrial 
networks. As an example, right or wrong, 
in a decently large enterprise SOC, it would 
be completely routine for analysts not to 
have enough time to dive deep into every 
intrusion they encounter. Therefore, it 
would be appropriate on lower-risk items 
to simply activate the endpoint protection 
system to clean up a host or to reimage 
the system entirely. In the ICS, that could 
pose significant risk if done to the wrong 
systems or in the wrong time window. It is 
entirely reasonable that there are known 
systems infected in the ICS that an analyst 
determines isn’t causing risk, so they 
determine not to fully address it until there 
is a maintenance window.

The analyst journey in an enterprise SOC 
will facilitate, and sometimes demand, actions 
based on alerts without an investigation. 
The analyst journey in an OT SOC requires 
that the alerts be properly investigated 
to determine what is going on. This 
investigation is done across multiple data 
sets. In fact, industrial networks have more 
data collection opportunities than enterprise 
networks when factoring in controller events, 
alarms and historian data. Thus, a core skill 
for an OT SOC member is the ability to ask a 
question of the data and follow it through an 
investigation across disparate sets of data. 
This is a great skill to have in the IT SOC, but 
it is usually reserved for higher-tier analysts 
and is not always required.

The people, process and technology 
required to facilitate the analyst journey in 
industrial security operations in comparison 
to enterprise security operations – inclusive 
of the different mission and risks – will 
dictate the need for an OT-specific SOC. This 
isn’t about more organisations or even bigger 
budgets – it’s an appreciation that if your 
organisation is going to add another mission 
on OT/ICS security, it’s going to need more 
resources anyway. The correct structuring 
of those resources and the appreciation of 
the analyst journey in industrial security 
operations will determine the success of  
the effort. •
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Y
ou don’t have to look too many 
years back to find a cyber 
security consulting landscape 
dominated by small or one-
person consulting firms, run 

by principals with swathes of technical 
certifications and years of expertise 
buried behind a screen in the arcana of 
cyber security.

These days, the ever-present 
background of cyber security compromise 
– and the increasingly comprehensive 
roster of big-name breaches – have turned 
cyber security expertise into a core 
capability for professional services firms 
that find themselves both the hunters and 
the hunted.

A string of acquisitions in recent 
months has highlighted the renewed 
urgency with which professional services 
firms are moving to bolster their cyber 
security expertise.

EY, for one, moved late last year 
to acquire Sydney cyber security 
consultancy Aleron, while Deloitte 
followed several recent Asia-Pacific buys 
by picking up Australian cyber security 
firm Zimbani. Accenture, which has 
bought four Australian firms in the past 
year, recently purchased cyber security 

firm Context Information Security on the 
heels of last year’s buy of Australian cyber 
security firm BCT Solutions.

These, along with similar acquisitions 
worldwide – industry watchers are 
recording dozens of cyber security 
acquisitions per quarter – reflect 
a growing consensus among once 
accounting-focused professional services 
firms that cyber security is an imminent 
threat to clients that are being forced to 
consider it in the context of business risk.

‘Hyperscaling our cyber businesses’ in a 
time of ‘unprecedented demand’, as Deloitte 
Asia Pacific Cyber Leader James Nunn-
Price describes it, reflects the growing 
understanding that professional services 
firms must be ready to help their business 
clients be, as CEO Richard Deutsch puts it, 
‘on the front foot, anticipating, monitoring 
and managing the threats and key risk 
events in real time’.

‘We are in an era of complexity where 
technology connects everything and 
cyber is everywhere,’ Deutsch adds. 
‘As technology continues to disrupt 
business models and processes, we 
see cyber readiness and resilience as 
a key enabler for our clients, and are 
investing accordingly.’

Professional 
services firms’ 
‘Target moment’
BY DAVID BRAUE 

Business consultancies are building out their cyber security o�erings to help clients. But as 
cybercriminals knock, these �rms also need to help themselves.
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Professional services giants’ cyber 
security feeding frenzy has created a highly 
top-heavy market, with IDC recently noting 
that Deloitte dominates a professional 
security services market where Accenture, 
PwC, EY and IBM are its biggest competition.

Verizon and Trustwave are also leading 
the market, outpacing major players 
including NTT, DXC, HCL, Wipro, Fujitsu and 
Telstra – which has in recent years snapped 
up cyber security interests including 
VMTech, Cognevo, Company85 and Atheos.

Business consultancies like BDO have 
joined the fray, doubling down on its cyber 
security training programs. And even Optus 
has gotten in on the game, buying cyber 
security firm Hivint in late 2018 as it works to 
bolster its professional services capabilities.

Strategic acquisitions are about more 
than adding cyber security capabilities, 
however, as the industry saw when PwC 
cut 400 business advisers from its local 
workforce. COVID-19 demand slowdowns 
have forced professional services giants 
to refocus their efforts in areas of high 
demand – and cyber security remains a 
constant and increasing issue.

Given the trend towards consolidation, 
the decision of 12 small cyber security 
operators to band together to form one 
professional services giant – a 400-strong 
industry giant called CyberCX – represents 
a very different approach.

Joining forces helped the firm, which 
described itself as ‘relentlessly cyber and 
obsessed with customer experience’, as it hit 
the ground running with a roster of experts 
including former Optus Business Managing 
Director John Paitaridis, and industry 
bellwether and former National Cyber 
Security Adviser Alastair MacGibbon.

Drawing the battle lines
Yet, even as professional services firms 
build out their roster of expertise to support 
their clients, those same firms face a rapidly 
evolving threat as they are increasingly 

targeted by the same cybercriminals – o¤en 
to devastating effect.

Just as the 2013 cyber security breach of 
major retailer Target is credited with finally 
opening executives’ eyes to the major risks of 
cyber security compromise, the professional 
services industry might well point to the 
2016 breach of Panamanian law firm Mossack 
Fonseca & Co. as its own ‘Target moment’.

Once one of the world’s largest professional 
services providers, Mossack Fonseca & Co. 
rapidly fell from grace a¤er a massive cyber 
security breach saw the public release of 
confidential documents detailing 45 years’ 
worth of secretive financial transactions. The 
firm never recovered, shutting down for good 
less than two years later.

Given the sheer volume of confidential, 
proprietary and sensitive information that 
today’s average business collects every 
day, professional services organisations 
have become high-profile targets for 
cybercriminals that have come to realise the 
potential value of the information they hold.

They also know that information can have 
even greater value – strategic, if not financial 
– as happened recently to twice-compromised 
Toll Group, which saw more than 200 
gigabytes of proprietary data published on 
the dark web a¤er it refused to pay a ransom 
to Nefilim cybercriminals.

Given that professional services firms 
warehouse data on hundreds or thousands of 
clients, the temptation is too much for hackers 
that have, according to the Verizon ‘2020 Data 
Breach Investigations Report’ (DBIR), been 
working overtime to breach their security.

Credential the¤ and phishing, and other 
social engineering attacks, were common in 
the 7463 incidents analysed for the DBIR, 326 
of which involved confirmed data disclosure.

Personal data was most commonly 
compromised, being identified in 75 per cent 
of cases, but credentials were the target 
in 45 per cent of incidents, and financial 
motivations were identified in 93 per cent of 
cases, with espionage blamed in eight per cent 
of incidents.

Those numbers paint a clear picture 
of attackers’ motivations – and with 
three-quarters of threat actors attacking 
from outside the firms, it’s clear that 
cybercriminals are trying everything 
they can think of to penetrate professional 
services firms’ security.

Strategic acquisitions are about more than 
adding cyber security capabilities, however, 
as the industry saw when PwC cut 400 
business advisers from its local workforce
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The DBIR statistics only cover 2019, but 
it’s likely that the disruption caused by the 
COVID-19 pandemic – which sent professional 
services workers home in droves and 
may keep them there indefinitely – has 
exacerbated the exposure for firms that are 
now functioning largely as highly distributed 
networks of subject matter experts.

‘Because of the forced disruption that has 
happened in many organisations, they were 
caught completely unaware about how to 
start remote working securely,’ says Ashish 
Thapar, Managing Principal for Asia Pacific 
and Japan within Verizon’s Threat Research 
Advisory Centre.

‘This has given an ample opportunity 
for the bad guys to take advantage of those 
gullible users, and I expect that we will see 
a huge surge when people come back and 
realise that something has happened, but 
they missed it because they had a lack of 
visibility during COVID-19.’

Going in for the skills
Because they are fundamentally businesses 
built on human capital, professional services 
firms are being heavily targeted with 
phishing attacks – designed in hopes of 
tricking an employee into clicking an email 
attachment they shouldn’t – and business 
email compromise (BEC) emails, which 
are designed to trick humans into doing 
something they shouldn’t.

BEC attacks have increased sharply in 
severity and success worldwide, with the 
Australian Competition and Consumer 
Commission Scamwatch service recently 
warning that Australian businesses had lost 
$132 million to the attacks in 2019 alone.

That made them by far the most financially 
damaging type of scam during the year, 
suggesting that firms in exposed industries, 
such as professional services, need to be 
particularly careful.

A recent Law Institute of Victoria 
(LIV) warning notes that law and other 
professional services firms ‘are increasingly 
at risk from these types of attacks, in part 
due to lack of awareness of cyber security 
risks and risk mitigation measures’, such 
as activating Microso¤ Office 365 security 
functions, improving password hygiene, 
or reviewing processes for approving the 
transfer of funds to outside parties.

‘While a key concern for law firms is 

payment redirection frauds impacting client 
funds, lawyers also have obligations to 
maintain the confidentiality of information 
they receive from clients,’ LIV warns. 
‘Breaching these obligations may result 
in significant reputational damage, and 
regulatory fines and penalties.’

Given the stakes, professional services 
firms are under particular pressure to 
review and improve their cyber security 
practices wherever possible, taking 
into consideration both their unique 
technological and business processes, 
as well as the skills development they 
undertake with their staff.

Just because a firm’s principals are 
advising businesses on cyber security doesn’t 
mean they are immune to compromise 
themselves. A recent Deloitte analysis 
advised companies to assume that they 
will be successfully hacked, and to make 
preparations for such a scenario.

They should also, the firm advised, address 
security within their own culture; to go 
back to basics when securing routers and 
servers; to review and reinforce security 
in the parts of the business most critical 
to their continuity; and to be aware of how 
quickly and effectively they can respond to 
a breach to manage their recovery and the 
preservation of client trust. •
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T
o some, cyber security may sound 
like something you only hear about 
in the movies, but many of us don’t 

realise the susceptibility and importance 
of the role it plays within our community 
and our everyday lives. Since its inception, 
Perth-based cyber services provider ES2 
has been aware of the impact cyber security 
plays in our everyday lives and, as a company, 
has set out to be an agent of change in its 
local community – from providing free 
security education and advisory services, to 
supporting charities and local clubs.

Who should think about cyber security?
Cyber security is in everything we do, 
not just in large organisations that handle 
private information. What this means to us 
is that our personal information is in more 
places than we think and, where possible, 
we should be taking the necessary steps to 
ensure that it doesn’t fall into the wrong 
hands. To support this, ES2 is constantly 
developing programs for community groups 
aimed at raising awareness, and educating 
them on the risks and best cyber security 
practices relevant to them.

How does ES2’s vision fit in with the  
local community?
As a company director and father of 
three girls, it is important to me to live in 
a progressive society based on equality 
and social conscience. Part of my vision 
has always been to create a company that 
supports its local community, and that 
offers equal opportunities to all genders 
and cultures. I like to think of it as a society 
that I want my daughters to grow up in. As a 
company, we have more than 17 nationalities, 
and we try to embrace our diversity by 
having each member of our team nominate a 
cultural day for ES2 to celebrate. We also try 
to support young students and universities 
through open days, presentations and events, 
such as Western Australia’s Game Changer 
Awards — which encourage kids’ involvement 
in STEM and innovation — and Curtin 

University’s Cyber Security Prize, which 
acknowledges the most promising cyber 
security student.

Should kids in our society be concerned 
with cyber security?
Definitely. The phrase ‘cyber security’ 
may sound like an ‘adult’ term to some 
children, depending on their age, but it 
really needs to translate to ‘online safety’. 
Teaching the younger generation about 
online security ensures their safety. 
Criminals and hackers know that people 
are the ‘weakest link’. Just like it is for a 
company where a user accidently clicks on 
something that compromises their network, 
in our families or schools you may have 
younger kids not aware of the impact that 
some actions may have in relation to their 
safety, and that of their own devices. As a 
firm believer of education and protecting 
the next generation in our community, we 
have for the past couple of years been in the 
process of developing ES2 Kids – a not-for-
profit foundation designed to support, raise 
awareness and educate children on the risks 
of our online world. •

Cyber security as part  
of our community
BY FRED DROUIN, MANAGING DIRECTOR, ES2

Fred Drouin
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Rediscovering  
the value of  
high-integrity 
coding
BY DR MALCOLM SHORE

The recognition that trust is needed in IT has existed since the days of the US Department of 
Defense’s Orange Book, but has evolved in a divergence of safety-critical and non-safety-critical 
systems. 
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T
he basic constructs of trusted 
computing base, reference 
monitor, security policy model and 
assurance in the Orange Book are 
still as valid today as they were 

in the 1980s. And with the emergence and 
evolution of the internet, they are arguably 
more necessary now than ever before.

The early promotion of formal methods, 
such as Z, Malpas and other predicate 
calculus-style approaches to mathematical 
proof of software lost traction as it not 
only became too unwieldy to deliver proofs 
given the codebase size of real-world 
software, but the mathematical techniques 
were also considered too challenging for 
the software industry. 

Safety-critical systems development has 
taken a taken a different path, one that is 
characterised by maintaining some of the 
more formal methods of so¤ware design and 
specification, and a more formal approach 
to detecting errors through Failure Mode 
and Effects Analysis and adherence to 
traditional engineering processes in the 
so¤ware delivery life cycle. The track record 
for getting so¤ware right is much better, 
notwithstanding the occasional lapse. 

Over the years, the practices employed 
in the so¤ware development life cycle have 
evolved with a focus on quality development 
and correctness, with assurance through 
testing. Nevertheless, in 2019 the Cyber Risk 
Analytics vulnerability database recorded 
23,015 vulnerabilities and, as of the time of 
writing, has recorded 10,253 vulnerabilities 
for 2020. Offensive Security’s Exploit 
Database at the time of writing had 42,865 
exploits recorded. This evidence suggests 
that the approach to so¤ware development 
and maintenance still leaves something to be 
desired.

Improving the software industry
Of recent times, there has been something 
of a move to zero trust architectures in an 
attempt to counter the ongoing success of 
cyber attacks. The concept of a zero trust 
architecture is to provide close protection 
for the data and the applications, rather 
than the fortress approach, in recognition 
of the fact that the perimeter is porous 
and even internal networks can no longer 
be trusted. Zero trust is founded on the 
concept of a dynamic and ever-changing 

set of trust relationships supported by an 
identity and access management solution, 
which provides just-in-time access and just-
enough access. Essentially, the zero trust 
focus is on restricting resources to those 
with a need to access at the point in time, 
and grant only the minimum privileges (e.g. 
read, write and delete) needed to perform 
the action being undertaken at that point 
in time. Guidance on zero trust is available 
from the National Institute of Standards and 
Technology in its special publication 800-
207, Zero Trust Architecture. With zero trust, 
the early concept of a reference monitor has 
evolved to a policy decision/enforcement 
point, behind which is an implicit trust zone 
containing the resources – system, data and 
application. There are seven basic tenets to 
zero trust:
1. all data sources and compute services are 

considered to be resources
2. all communication is secured regardless 

of network location
3. access to enterprise resources is granted 

on a per-session basis
4. access to resources is determined by 

dynamic policy
5. all owned and associated devices are in 

the most secure state possible
6. all resource authentication and 

authorisation is dynamic and strictly 
enforced

7. policy enforcement is improved by 
monitoring network traffic and access 
requests.

Zero trust depends upon the integrity of the 
authentication and authorisation mechanisms, 
and on the ability to manage dynamic policy 
effectively. These are both challenges that 
need to be addressed if zero trust is to be an 
effective solution to cyber attack.

In their book Design for Trustworthy 
Software, Bijay Jayaswal and Peter Patton 
promote the adoption in the general 
software industry of the concepts used 
in safety-critical systems to improve the 
security of software. Their main focus is 
on getting requirements right in the first 
place, with techniques such as quality 
function deployment and voice of the 
customer. They also focus on software 
development processes to identify flaws 
early and reduce defects.

The Sherwood Applied Business Security 
Architecture is an architectural approach 

Dr Malcolm Shore
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to correctly identify the requirements for 
security and architecting security down 
from the business level to the processes and 
technology systems, and into the design of 
those systems in a way in which risk can be 
measured. One of the important business 
attributes is ‘trustworthiness’.

The British Standards Institute has issued 
BS 10754-1:2018 Information technology – 
Systems trustworthiness, which provides 
some real guidance on how to achieve 
trustworthiness. It focuses on five facets 
of trustworthiness: safety, reliability, 
availability, resilience and security. A 
sixth facet that should be included in this is 
privacy. The standard provides an approach 
to assessing the trustworthiness level of 
so¤ware based on its role in the system, and 
requires that a trustworthiness policy exists 
and that a trusted management system is used 
– this being an extension of the information 
security management system into all five or 
six areas of trustworthiness. The standard 
provides a set of concepts, principles and 
techniques that should be applied to ensure 
trustworthiness covering governance, risk, 
controls and compliance. There are two 
controls that are of significant interest at the 
programming level:

 — TE-02: Select Appropriate Programming 
Language

 — TE-08: Practice Hygienic Coding. 

High-integrity programming
While many businesses will have some 
level of programming standards defined, 
the delivery of high-integrity code requires 
a very high level of discipline in coding. A 
useful reference for secure coding rules is 
provided by the Carnegie Mellon University’s 
So¤ware Engineering Institute in its 
publication SEI CERT – C Coding Standard – 
Rules for Developing Safe, Reliable, and Secure 
Systems. Adoption of these rules avoids many 
of the pitfalls that would otherwise haunt the 
so¤ware for years to come.

For true high integrity at the level that 
is practiced in the military and aerospace 
sectors, the selection of a verifiable coding 
language is a critical step change. With the 
ongoing development by AdaCore of its Ada/
SPARK solution, the adoption of high-integrity 
programming language is now within the 
grasp of all so¤ware developers. Ada is an 
approachable language that can be used in 

place of, or in conjunction with, languages 
such as C and C++. SPARK is a subset of Ada, 
which is more rigorous and ideally suited to 
the development of the trusted computing 
base or security subsystem. The code is 
written with C or C++, but in addition, Ada 
adds – and SPARK extends – the concept of 
aspects that define expected states that can 
be proved using the tools that come with Ada/
SPARK. Being able to prove the correctness 
of code is substantially more effective than 
looking for flaws through testing, and with 
so¤ware maintenance taking up to 80 per cent 
of the whole-of-life cost of so¤ware, using 
provable code can be very cost effective.

The value of high integrity
Moving to high-integrity techniques for 
so¤ware development has been blocked 
by the notion that it is too difficult, too 
expensive and takes too long. This notion 
was roundly quashed in the work done by 
Croxford, Hall and Chapman from Praxis 
Critical Systems in the United Kingdom, with 
their development of the Correctness by 
Construction framework to guide so¤ware 
development. This involved a rigorous 
development approach, which used semi-
formal specification, and used the Ada/SPARK 
languages for critical parts of the code.

The results of their work were 
impressive, with the Multos Certification 
Authority development achieving a defect 
rate of 0.04/KSLOC over 100,000 lines of 
code and with high levels of productivity. 
More details can be found in their paper, 
‘Correctness by Construction: A Manifesto 
for High-Integrity So¤ware’.

Conclusion
There is an increasing demand on the 
so¤ware industry to improve so¤ware 
security. This is not only possible, but it can be 
beneficial. The use of semi-formal approaches 
and verifiable so¤ware is a viable approach 
to achieving high-integrity so¤ware while 
improving cost-effectiveness. •

While many businesses will have some 
level of programming standards defined, 
the delivery of high-integrity code requires 
a very high level of discipline in coding
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L
ike for so many of us, the COVID-19 
pandemic and our associated societal 
responses to it has put my life in an 
endless loop of working-from-home 
videoconferences and webinars. I 

have personally been celebrating the hope 
that these more flexible and family-friendly 
ways of working may become part of our 
‘new normal’ for business once we inevitably 
bounce back from this crisis. I have, however, 
found myself feeling unusually empty 
and despondent on many occasions a¤er 
what you would normally consider to be a 
highly successful meeting or new business 
development engagement.

When I questioned myself deeply about 
this, I realised that my usual levels of 
self-acceptance and compassion for others, 
along with acceptance of others for who 
they are, were still the same; however, 
I did have a more overwhelming sense 
of consistent reciprocity from others in 
this regard, along with a more human 

level of sharing of feelings and personal 
family situations that was not as deep 
and consistent in my pre-COVID-19 world 
of business relationships. I found myself 
smiling big and wide at the beauty of how 
people I was engaging with seemed more 
willing to make themselves vulnerable to 
me as an almost stranger through opening 
themselves up in this regard.

It then dawned on me what was driving 
that missing feeling I was experiencing 
through all these now digitised and 
pixelised relationships – a handshake! One 
of the most intimate things we will ever 
do with the many people (familiar and 
unfamiliar alike) who come into our lives is 
to shake their hands. Indeed, it is this very 
special touch that helps to sustain personal 
and business relationships.

Our fingertips and the palms of our 
hands are one of the most sensitive parts of 
the human body to touch. We receive and 
perceive a massive number of non-verbal 

There’s 
one thing 
COVID-19 
can’t shake
BY JASON SMITH, CEO AND EXECUTIVE DIRECTOR,  
RISK MANAGEMENT INSTITUTE OF AUSTRALASIA

Jason Smith
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cues in those split seconds of a handshake. 
A handshake is the most pervasive of 
non-verbal greetings throughout human 
history, and is the most common way that 
we immediately build trust and rapport 
with a stranger.

This is what I understand from the large 
body of science and research into this 
simple yet powerful action: a handshake 
can trigger certain neural circuits in our 
brain that influence us towards feeling 
a sense of trust and capability towards 
those who we shake hands with. Further, it 
opens feelings towards a relationship with 
positive cooperation, while at the same time 
suppressing negative feelings and avoidance 
behaviour. In business, the handshake opens 
the meeting on a positive and trustworthy 
note, and closes it on the basis of commitment, 
connection and relationship.

I can’t help but think that the wonderful 
behaviours I’ve experienced – and the 
conversations that I’ve had where people are 

really opening up about the more personal 
aspects of their lives and how they are coping 
as individuals, family members, and business 
managers – is in some way a compensating 
factor for the loss of the simple yet powerful 
handshake – something that would normally 
define the beginning and end of our business 
exchange pre-COVID-19.

Hundreds of hours spent on 
videoconference meetings and webinars 
will never replace those moments of 
intimacy that is embodied in what our 
neurotransmitters are telling us about the 
bond we are creating with another person 
when we shake hands. I look forward to a 
‘new normal’ when we can engage as friends 
and strangers alike in this intimate yet 
humble embrace. I also hope that the new 
intimacy we have found in making ourselves 
vulnerable and trusted in other verbal ways 
becomes part of our new business and social 
normal, as we all will emerge from COVID-19 
stronger and more resilient than before. •
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T
he surge in remote workers caused 
by the COVID-19 pandemic has forced 
organisations to improve remote-

access security for adequate visibility of 
the services and websites that their distant 
employees are using.

Such visibility has become essential for 
companies supporting remote workers 
through the pandemic, and content filtering 
technology has become particularly critical 
given the surges in malicious spam campaigns 
during recent months.

Despite their highly distributed remote 
teams, however, most companies have so 
little visibility of remote workers’ activities 
that they are le  flying blind – and most 
employees are doing the same.

Recent Capterra research found that 
37 per cent of the 300 Australian small 
and medium-sized enterprises employees 
surveyed had not been trained to keep 
company data secure, and 62 per cent didn’t 
know who to contact about data security, 
privacy or compliance issues.

That means remote employees need 
centralised support – and providing this 
visibility relies on a scalable and effective 
centralised solution.

Such a solution has already delivered 
benefits for one financial services firm, which 
replaced its ageing web filter to prevent 
malware from getting onto its network, and 
to ensure remote employees weren’t getting 
distracted for long periods of time.

With the computing environment 
running Windows Terminal Server (WTS),  
it was essential that the new security 
platform should be able to distinguish 
between individual users. Its previous 
solution was unable to do this, however, 
and was managing all traffic through an 
individual WTS as though it were coming 
from the same user.

‘It was an absolute nightmare,’ recalls 
Neehar Pathare, Vice President of IT. ‘We are 
very finicky on security, and it could not give 
us the reports we needed.’

ContentKeeper’s web security platform 
provided the ability to filter and block large 
volumes of internet traffic in real time.

Built-in support for Secure Sockets Layer 
(SSL) encryption allows ContentKeeper to 
decode, inspect and filter encrypted traffic no 
matter what device it’s coming from or going to.

This ensures that cybercriminals can’t use 
encryption services to obscure their malware 
and bypass corporate network controls. 
It was also crucial to avoid compromised 
banking sites, which are frequent targets for 
cybercriminals using malware to ensnare 
financial services users.

The system has provided unprecedented 
control and capability for the financial 
services firm, which is now supporting 
remote employees who know that they won’t 
be able to inadvertently access sites with 
spoofed identities, inappropriate traffic 
redirection, self-signed or illegitimate SSL 
certificates, and more.

The firm’s broader security architecture 
also includes numerous network firewalls, 
failover protection in the event of a 
denial-of-service attack, and 24/7 network 
monitoring from a dedicated network 
operations centre. •

Filtering upgrade 
supports employees
SSL decryption prevents malware from hiding in encrypted tra	c.
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Security of certification 
examinations in a 
remote setting
BY CARL BOWMAN, SENIOR DIRECTOR, EXAM SERVICES, COMPTIA

As nations and communities around the world navigate the ongoing wave of change caused by 
COVID-19, the cyber security industry and other IT sectors have been dealing with an onslaught of 
new threats associated with these changes. 
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A
lthough the challenges of securing 
a remote workforce have existed 
for years, the rapid shi¤ to 
remote work due to COVID-19 has 
certainly changed the security 

landscape for thousands of companies. 
The testing and certification industry has 
certainly not been immune to the current 
pandemic, either. Testing and certification 
organisations have had to quickly adjust to 
provide secure, remote delivery of high-
stakes certification examinations to test-
takers around the globe.

As with remote work, the notion of 
delivering exams remotely is nothing new. 
Several vendors have been successfully 
providing such a service, including remote 
proctoring, for several years now. For the 
reader who may be unfamiliar with this 
service, remote proctoring, also known 
as online proctoring, involves a test-taker 
authenticating to an examination platform 
(typically from home) using a computer 
equipped with audio and a webcam. The 
remote proctor (or invigilator) then engages 
with the test-taker and, through a series of 
ID and physical security checks, confirms 
the test-taker’s identity, and ensures that he 
or she is alone and does not have access to 
unauthorised materials or devices prior to 
initiating the exam. 

For the security experts who are reading 
this, I can already see some of you raising a 
brow and wondering, ‘How do you secure a 
physical environment you do not control?’ This 
is a great question that vendors and certification 
bodies alike continue to urgently press on, 
seeking solid solutions to address that risk. It 
is important to note that the most traditional 
method for delivering exams is at a test centre 
or other similar secure locations. While some 
organisations have been hesitating for years 
to launch their exams in a remotely proctored 
platform, the recent pandemic has literally 
shoved some of these same organisations into 
this space with a great sense of urgency in the 
hopes to shore up revenue losses due to test 
centre closures across the globe.

Despite some unresolved security 
challenges of delivering remotely proctored 
exams, there is good news. Experienced 
service providers in this space have been 
busy enhancing their operations and 
broadening their approach to support 
improved security processes. Using two 

cameras to gain better coverage of the 
room, leveraging AI to monitor unusual eye 
movement and general test-taker behaviour, 
performing real-time checks to validate ID 
authenticity, and automated flagging within 
recorded videos (for later review) are just 
a few of the enhancements that have been 
deployed to improve overall security, and 
reduce the risk of fraud and IP the¤.

Another aspect of remotely delivering 
certification exams over the internet is the 
security posture of all the systems involved, 
end to end. Flashback to the threats that 
companies face related to securing a remote 
workforce, and you will find that the testing 
industry is experiencing many parallel 
problems; the remote proctoring service 
provider does not control the test-taker’s 
computing environment. To address this 
problem, secure browsers are deployed and 
used to restrict unwanted so¤ware programs 
from running in the background. Proctors 
also perform manual checks of running 
so¤ware programs prior to launching exams. 
Some secure browsers can detect virtual 
machines, VPN connections, and other 
technologies that might be used to game the 
system for fraudulent purposes. 

The exponential growth of remote 
proctoring in the past three months has 
vendors rushing to improve the security 
of their so¤ware and systems not only to 
improve the customer experience, but to also 
provide peace of mind to certification bodies 
and employers at large that exam results are 
valid and fair. 

One thing is certain: the current pandemic 
has served as the impetus to refocus IT 
security efforts on the endpoints and 
networks located within people’s homes. And 
this trend will likely continue well into 2021. •

CompTIA, the world’s leading tech association, 
is a certification body with a critical portfolio 
of high-stakes IT certification exams, several of 
which are ANSI accredited. On 15 April 2020, 
CompTIA made its entire portfolio of certification 
exams available for remotely proctored delivery. 
As a leader in the IT and testing industries, 
CompTIA has a vested interest in working closely 
with vendors and testing organisations, such as 
the Institute for Credentialing Excellence and 
the Association of Test Publishers, to improve 
remote proctoring standards and the overall 
quality of secure testing.

Carl Bowman
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C
yber security is no laughing matter. 
But could playing games actually 
help employees to understand and 

take more responsibility for protecting their 
employers against cyber crime, an industry 
that costs the Australian economy roughly 
$1 billion annually?

Game on!
‘Gamification’ is a buzzword within the 
corporate training climate, and can assist 
with these challenges. So, what is it?

Essentially, it’s the process of 
incorporating gaming elements into training 
activities. It takes what is fun in games 
and applies it to commercial situations. It’s 
proving to motivate workers to undertake 
training, increase engagement with training 
material and influence good cyber practice.

The Kaspersky Interactive  
Protection Simulation
The Kaspersky Interactive Protection 
Simulation (KIPS) is an interactive video 
game that places business operators 
and employees into simulated business 
environments to face unexpected 
cyberthreats. Teams act on threats and 
incidents while trying to maximise profits 
and maintain the confidence of their 
colleagues, suppliers and customers.

It all comes down to the people. One of 
the biggest security challenges we see is 
different perspectives of cyber security, and 
the potential impacts and relevance based 
on differing roles, responsibilities, and 
individual accountability in a business.

Making learning fun
The typical game offers choices through 
a series of predetermined options in 
reaction to various security threats. 
Teams build cyber defence strategies, and 
the actions or reactions to the unfolding 
events determines outcomes and leads to 
how much profit or loss the hypothetical 
company makes.

Gameplay can also highlight the need to 
mitigate or eradicate emerging challenges. 
Hypotheticals illustrate typical mistakes that 
businesses make, and can arm participants 
with actionable conclusions to take back to 
the business.

Not all fun and games 
BY MARGRITH APPLEBY, GENERAL MANAGER, KASPERSKY AUSTRALIA AND NEW ZEALAND 

Making SME cyber security fun – from the inside out.

Margrith Appleby
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Other benefits
Experts agree that raising awareness of risks 
via training through interactive games can 
have other benefits:

 — It can recognise and reward good cyber 
behaviour, and may even identify hidden 
talent among staff members.

 — It starts conversations about how to 
handle sensitive data and information.

 — Staff members become invested in the 
security of the business.

 — Gaming is friendly competition and 
people respond to it.

 — It can be current and automated, which 
means that staff can engage in training on 
a regular basis.

 — It can assist with cyber security audits 
and in ongoing cyber security strategy.

Defence versus attack
As cyber attacks, phishing schemes and 
data the� become more sophisticated and 
prevalent, it’s increasingly important for 
businesses to build their defences from the 
inside out – beginning with their employees.

Gamification, including KIPS, engages 
employees across all areas of a business.

Cyber security professionals agree 
that with the need to shi� from reactive to 
preventive, businesses needs to keep staff 
updated regarding risk assessment and best 
practice. Gamification enables businesses to 
meet this requirement in an engaging and 
stimulating way.

The bottom line
Empowering staff with awareness adds a 
level of protection to your business, without 
which employees can open the doors to 
security breaches.

But the cost of managing security for most 
businesses is nothing compared to the impact 
a cyber attack can have on revenue and other 
areas of the business.

Training – such as KIPS – is an investment 
in your staff. Arming your ‘front line’ and 
empowering them with the knowledge that 
they need to protect your business can 
also have a positive effect on the overall 
performance of the business. •
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From the cradle
to the grave
BY DR PATRICK SCOLYER-GRAY, DR ARASH SHAGHAGHI AND PROFESSOR DEBI ASHENDEN

Privacy and security of data a� er death.
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A
ustralians are gradually becoming 
more aware of the inescapable 
fact that across our lifetimes (and, 
indeed, to some extent even a¤ er 
death), we generate, collate, curate, 

host and produce a staggering quantity of 
data – some by our own hand, some on our 
behalf, and sometimes without our knowledge 
or consent. Over a lifetime, we create ‘digital 
footprints’ that are usually composed of many 
kinds of data that are widely distributed 
across many diff erent service providers and 
third-party organisations. Although there 
are things we can do to manage and, to some 
extent, control our digital footprints while we 
are alive, how much thought have you given to 
what happens to your data a¤ er death (DaD)?

According to the very limited information 
available, most Australians have either 
never thought about who or what has 
access to their ‘digital assets’ a¤ er their 
death, and we know very little at all about 
the extent to which Australians are aware 
or understand the cyber security and 
privacy risks presented by DaD when it is 
le¤  unmanaged. Risks abound because, for 
most, we do not have a plan for securing 
our DaD, and immense quantities of data 
are le¤  unaccounted for, mismanaged, lost, 
stolen, and/or end up collected covertly and/
or illegally. The heterogeneity and sprawl of 
our digital footprints makes them an easy 
target for cybercriminals a¤ er we die, and 
the lack of consolidation or access control 
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mechanisms leaves the bereaved – and even 
executors – powerless to protect ‘digital 
estates’ from anyone. 

Of course, ‘digital wills’ and ‘digital 
executors’ are one ostensibly obvious and 
logical response to such problems: why not 
extend the procedure(s) to which we are 
so accustomed for managing the accounts 
of the deceased in offline contexts to 
cyberspace? The answer is not simple and 
has, in fact, become an increasingly serious 
threat to privacy and cyber security bound 
up with myriad issues that are variously 
technological, economic, social, political, 
legal and cultural in nature. DaD is an 
incredibly complex and interdisciplinary 
nebula of techno-social and techno-legal 
challenges and barriers, many of which have 
been overlooked or are yet to be considered.

With Australian cyber security threats 
on the rise, however, navigating the 
barriers to a robust DaD solution is now 
more urgent than ever, and is a matter faced 
by individuals, business and governments 
alike. From a purely technological 
perspective, we have yet to establish 
a reliable, secure and comprehensive 
automated digital footprint consolidation 
mechanism. Geopolitical challenges are 
presented by complex power dynamics 

that lie between users, nationality, and 
entities that hold/host our data with 
service providers who have physical assets 
scattered across the globe. Such issues 
intersect with, and further compound, legal 
barriers that vary from one jurisdiction to 
the next, and are informed by a legislative 
predisposition to try and treat digital assets 
as if they were the same as, or equivalent to, 
their physical counterparts.

Challenges and questions are multiplied 
further when we consider the sociocultural 
variables that found what appears to be 
a global indifference and/or generalised 
absence of awareness about DaD issues. 
Digital wills and digital executors are still 
not recognised as legally valid entities in 
many localities because the discourse and 
demand for such services are only just 
beginning to emerge. The normalisation 
of online memorialisation and grief is, in 
contrast, now well established and familiar 
to many, but a preoccupation with rites and 
rituals for mourning the dead online has 
crowded out fundamental cyber security 
discussions about things like who should 
be managing access credentials, or how 
best to protect the financial assets of  
the deceased to prevent identity theft  
and fraud.
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The absence of such dialogue has also le¤ 
important flow-on questions unanswered. 
If the financial assets of the deceased are 
frozen to protect them from cybercriminals, 
then no-one, not even an executor, can access 
them. This is hardly a satisfying solution, and 
it is reflected in enduring battles fought by 
many bereaved individuals who have been 
denied access to the social media accounts, 
digital media libraries, blogs and emails, as 
well as any number of other digital assets 
that belonged to the deceased – terms of 
service and end-user licensing agreements. 
In our contemporary consumption, cultures 
of instant gratification have converged 
with the concurrent trend of techno-legal 
rationalisation and obfuscation, and those 
who the deceased leave behind all too o¤en 
discover that precious and, sometimes 
irreplaceable data, is permanently ‘locked in’ 
with service providers who have no incentive 
or legal obligation to hand over the keys.

The interdependent complexities of DaD-
related problems clearly demand a solution 
that can somehow incorporate, accommodate 
for, and cater to the nebula sketched thus 
far, and while doing so is possible, that 
solution will necessarily be interdisciplinary. 
Moreover, if we are to seek to consolidate 
or unify DaD themes – which range from 

challenges such as placing a dollar value on 
the digital currency of online game accounts 
previously held by the departed, through 
to moral questions about privacy raised by 
accessing the email accounts of the dead – we 
must work from common ground: a shared 
characteristic or variable applicable to the 
full scope of today’s mostly fragmented DaD 
research and policy domains.

Digital wills are emblematic of a key techno-
social intersection that affords opportunities 
to consolidate DaD in a way that places 
primacy on technology through a holistic 
lens. The default recalcitrance of providers 
to surrender data created by, or associated 
with, the digital accounts of the deceased 
can o¤en be defused if the account holder 
authorises access to their assets in advance 
of their demise. If viewed as an individual 
responsibility similar to that of a conventional 
will, then what we are recommending is, most 
fundamentally, the cultivation of a security 
culture. If every subscription purchased and 
online account created suddenly required 
consideration of the possibility that it 
might need to be added to your last will 
and testament, then we incentivise critical 
reflection on the consequences of our actions 
across our lifetimes.

A¤er all, DaD is a way of looking at the 
entirety of all that we stand to lose if we 
fail to consistently follow appropriate data 
management and cyber security procedures 
and protocols. We are vulnerable because 
cyber security is something about which 
we become concerned sporadically, if 
ever, rather than from the cradle to the 
grave. Perhaps with a renewed focus on a 
technological solution, like digital wills, 
we might start to see behavioural change 
that will have lasting implications for 
the behaviour and security posture of 
individuals. Consciously thinking about 
images we upload, the social media comments 
we write, and our location metadata as things 
that will come to represent not just who we 
are, but who we were for all eternity could 
prove to be a motivation for behaviour 
change that is novel, to say the least. •

A team of experts at Centre for Cyber Security 
Research and Innovation (CSRI), Deakin 
University, led by Dr Arash Shaghaghi, is 
currently working on the security and privacy 
challenges of data after death. 
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I
t’s no longer news that corporate Australia 
has suffered several major security 
breaches this year. Whether it’s personal 

financial data that’s compromised, or an 
attack on parcel and delivery services –
which leads to massive disruption in supply 
chains – cyber security is not just a business 
problem in our ever-interconnected world, 
it’s a human problem.

What has been the response? Time 
and again, businesses spend hundreds of 
thousands of dollars on consultants to advise 
them what to do, only to decide that they 
can’t afford to implement the recommended 
mitigation strategies because they’ve just 
spent most of their security budgets.

The tragedy is that the Australian 
Government makes cyber security advice 
available for free, and businesses could 
spend their budgets on implementation 
instead. Available through the Australian 
Cyber Security Centre as a standard cyber 
security framework, the Australian Signals 
Directorate’s Essential Eight strategies to 
mitigate cyber security incidents can be 
adopted by any organisation.

emt Distribution, now celebrating 25 
years as a value-added distributor, supports 
cyber security solutions that focus on the 
top four of these mitigation strategies:  
application control and whitelisting; patching 
applications; patching operating systems; 

and restricting, controlling and managing 
privileges to systems and data. These should 
be the foundation of every organisation’s 
security strategy. But the reality is that 
only patching has been implemented on a 
widespread basis.

‘Given that application control and 
whitelisting is all about allowing only 
known safe applications to run and blocking 
anything else, I personally struggle to 
understand why more organisations aren’t 
making it mandatory,’ says Scott Hagenus, 
Chief Marketing Officer of emt Distribution.

emt Distribution offers an Australian 
developed application whitelisting solution 
from Airlock Digital, which is tailored to 
meet the government’s requirements. It also 
offers Flexera for patching and Thycotic for 
privilege access management.

‘Our strengths are more than just the 
so�ware vendors and the solutions,’ says 
Richard Rundle, CEO of emt Distribution. 
‘[They’re] our understanding and ability to 
translate the Essential Eight framework into 
a value proposition for C-level executives, 
combined with our ability to help implement 
the strategies through our professional 
services and 25 years of experience on what 
actually works.’

While emt Distribution’s core mission is 
to promote an increase in cyber maturity 
through the adoption of the Essential Eight 
framework, there is more to the story. emt 
Distribution’s other solutions – including 
Stealthbits with data access management 
and Flashpoint’s compromised credential 
monitoring – add to an organisation’s overall 
security strategy.

‘The reality is that the simplest concepts 
are still the best,’ says Hagenus. ‘There is a 
reason the Australian Government developed 
the Essential Eight framework. For businesses 
that can no longer afford to ignore the danger 
of attacks, relying on emt’s global portfolio 
of vendors, solution specialists and regional 
expertise can get them started on mitigating 
their cyber risk.’ •

Providing a clear road 
map for cyber security
Using the Australian Government’s Essential Eight to mitigate cyber security incidents. 
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Ransomware: 
recent trends, 
infection process 
and advisory
BY DR ZUBAIR BAIG, CENTRE FOR CYBER SECURITY RESEARCH AND INNOVATION, DEAKIN UNIVERSITY

Ransomware infections have grown at an enormous pace in recent times, disrupting critical 
services and enacting data theft . A multi-tiered defence is the way forward.
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R
ansomware infections have 
proliferated at an enormous scale 
over the past few years, with the 
impact rate proving to outwit 
strategy and security controls alike.

A lot of  businesses with a presence 
in cyberspace – ranging from small 
and medium-sized enterprises, to large 
corporations with complex, constantly 
evolving and highly engaged IT and 
operation systems – have all fallen prey 
to ransomware. Ransomware has evolved 
over the years from the basic hold-data-for-
ransom strategy to unbreakable encryption, 
and the more recent strains that can steal 
sensitive data and expose it in public space, 
causing major business interruptions, 
including financial losses and a damaged 
corporate image. Business losses in Australia 
owing to ransomware amounted to more 
than $240 million in 2019 alone, from 
reported cases. The most recent attack was 
against LG Electronics, perpetrated by the 
Maze Group, exploiting remote desktop 
vulnerabilities in Windows machines to steal 
corporate IP, holding it for ransom.

Traditionally, ransomware strains have 
relied upon three core principles to infect: 
hard-to-crack encryption standards (e.g. 
AES); hard-to-trace cryptocurrency-based 
ransom payment procedures; and hard-to-
train naive users that exist in our businesses, 
exposing vulnerabilities for exploitation, 
including through social engineering attacks 
such as phishing. 

Contemporary cryptanalysis tools 
are ineffective against ransomware 
encryption procedures. We are talking 
about a trillion cubed years to successfully 
crack the 256-bit AES encryption scheme 
operating in cipher blockchaining mode 
with a 4096-bit RSA-based encryption key. 
Quantum cryptography may annul the 
effects of ransomware in addition to doing 
the same to security for the internet at large. 
Particularly alarming is the heavy reliance 
of contemporary ransomware on gaining 
administrator-level privileges on a victim 
machine to be able to encrypt user data. The 
newer variants, including WastedLocker, are 
able to conveniently escalate their privilege 
on a Windows machine upon successful 
download and installation. This privilege 
escalation step is essential to go forward with 
its attack vector enaction.

In general, the following three 
shortcomings in business’ IT prowess have 
been detrimental in countering the threat: 

 — lack of sound corporate backup policy
 — lack of employee awareness around 

phishing and other social engineering 
attacks (e.g. Evil Corp actors comprise 
ransomware distribution attempts through 
the tricking of users into downloads of 
browser and Adobe Flash updates)

 — lack of corporate network security 
controls, including multi-tiered 
solutions comprising firewalls, 
intrusion detection systems, anti-
malware, governance/strategy and 
sufficient cyber security personnel.

Some recent attacks and impact
In the second quarter of 2020 alone, 
ransomware attacks in Australia have 
risen by about 10 per cent. According to 
the Australian Cyber Security Centre, 
advanced persistent threat actors have been 
increasingly targeting health and medical 
research facilities, especially during the 
COVID-19 pandemic period. These may also 
be seen as attempts from nation-state actors 
to steal vaccine research. 

Two dissimilar trends in the ransomware 
evolution have been observed by analysts. 
Firstly, small and medium-sized businesses 
are being increasingly targeted with 
ransomware, mainly through social 
engineering attacks. Secondly, specific firms 
are being targeted, such as Honda Global 
Operations, who was infected with the 
Snake ransomware attack earlier this year. 
The strain was designed to infect industrial 
control systems belonging to Honda. Upon 
reverse engineering analysis of the samples, 
it was noted that internal system names and 
IP addresses belonging only to Honda were 
targeted. Snake was designed to both hold 
data for ransom, as well as to exfiltrate the 
same from Honda servers.

Lion Beer’s IT systems were infected with 
ransomware in June 2020. The computing, as 
well as the accompanying operating devices 
of the brewery, were brought down as a 
consequence, which affected beer supplies. 
While this attack was detected, Toll Group 
had suffered two ransomware attacks at a 
short gap across the first and second quarters 
of 2020. The first attack was a Mailto strain 
of ransomware, bringing Toll systems down 

Dr Zubair Baig
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for about a month, causing disruption in 
the supply chain and affecting critical 
infrastructure consumers of the group, 
including Woolworths, Optus and Telstra. The 
second attack was identified as the Nefilim 
strain, which not only encrypts data, but also 
exfiltrates it before holding it for ransom. 
Compromised Toll data, including personnel, 
customer operational and commercial 
agreement data, was subsequently found to be 
published by the perpetrators on the dark web. 
Access to at least one internal Toll server would 
have enabled such an attack from transpiring, 
possibly through credential harvesting, 
including brute forcing of usernames and 
passwords belonging to legitimate Toll users.

Healthcare systems are a popular target 
for ransomware infections. In June 2020, the 

NetWalker ransomware infected the Crozer-
Keystone Health System in Philadelphia 
to bring down its healthcare systems. The 
victim was threatened with disclosure of 
personal health data if the ransom wasn’t 
paid. Critical infrastructure – health, in 
this case – when affected by such malware 
can have fatal consequences. Closer to 
home, the Barwon Health ransomware 
infection of October 2019 had disruptive 
consequences, too. The immediate impact 
felt was through the shutdown of patient 
booking systems and financial systems. An 
observation from this incident was that 
ransomware infection was able to spread 
quickly across the interconnected (shared IT) 
networks between geographically dispersed 
Barwon health facilities. Contingency action 
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comprised reverting back to paper-based 
services, which may have been cumbersome 
to implement given the increasing 
dependence of workers on automation and 
technology, and the lack of governance to 
ascertain uninterrupted healthcare services 
to patients and other stakeholders.

LG Electronics was certainly designing 
solutions for AT&T, as was evident merely 
through a glance of the file structure exposed 
by the Maze group during the June 2020 
ransomware attack. Such attacks invariably 
cause loss of reputation for impacted 
businesses. For instance, consumers 
may be wary to return to a business that 
was previously compromised through a 
ransomware infection, raising significant 
doubts with regards to the business’s strategy 
on sustainability, technological prowess and 
ability to provide uninterrupted services to 
its consumers. Additionally, disaster recovery 
is an expensive affair, as is evident in the case 
of the FedEx ransomware infection from 2019, 
wherein a $300-million loss was reported 
post-ransomware infection, which included 
losses associated with business interruption, 
as well as for disaster recovery.

A typical infection procedure
In principle, a seven-step ransomware 
infection procedure can be outlined as follows.
1. Home delivery. Ransomware strain is 

delivered or dropped into the victim 
machine through a social engineering 
attack, such as phishing – wherein the 
victim is lured to download a legitimate-
appearing payload received through 
email, consequently inviting trouble. The 
strain would typically be in obfuscated 
form, comprising ambiguous and 
confusing expressions. Obfuscation 
helps ransomware to sneak through 
security controls by concealing its 
intent. In addition, reverse engineering 
of obfuscated ransomware code is a 
daunting task for security analysts and 
forensic investigators.

2. Concealing the payload. Obfuscated 
ransomware code once dropped or 
downloaded into a victim’s machine 
would self-extract in a fashion similar 
to an inflatable pillow one would have 
handy during a road trip – yet, as we all 
know, the intent of these two remain at 
opposite extremes.

3. Taking the li�. There are several ways 
for ransomware to elevate its privileges 
from basic user to administrator on the 
host machine, thus allowing the strain to 
do what it wants while causing little to no 
disruption to the compromised machine. 
The de-obfuscated ransomware code can 
modify the Windows registry to associate 
a specific file extension to a process that 
would suppress a user account control 
(UAC) to pop up on the user’s Windows, 
which would ideally seek user permission 
prior to running a process in admin mode, 
preventing alarms to be raised at this point.

4. I’m a stubborn privilege-escalating menace! 
Now, if the ransomware strain is designed 
to operate in ‘persistent’ mode – i.e., in a 
continuous loop – it may place itself safely 
into the victim machine as a run key. For 
example, each user login would reactivate 
the ransomware process. To add to the 
woes, these run keys are executed in 
non-safe mode, so would execute without 
a hassle.

5. Let’s now talk and bring the rest of them 
in! Having camouflaged and escalated 
its privileges successfully in a seriously 
unsafe victim machine, the ransomware 
strain would attempt to connect to its 
base – i.e., the command and control 
centre (C2) located somewhere on the 
internet. The C2 would typically reside 
at a static IP address easily reachable 
from the victim’s network location, but 
may also be found at a dedicated site 
created by the ransomware process on the 
victim’s machine, as was the case with the 
Nemucod ransomware strain.

6. Control and exhaust. Victim machine 
details are subsequently transferred to 
the C2, operating system used, IP/host 
names, geolocation, generated bitcoin 
address or encryption key (for some 
strains that generate these on the victim 
machine itself). The C2 will provide the 
encryption key if it’s generating it (the 
ransomware strain may do so on its own, 
depending on its design), cryptocurrency 
address to be used for delivering the 
payment, credentials to allow the victim 
to be able to log in to the payment site 
URL, and eventually the decryptor key 
upon successful payment.

7. Do not lose grip of the victim! Backup or 
shadow copies of files are then removed 
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from the victim’s machine, preventing 
the victim from reverting back to pre-
encryption versions of their files that 
would otherwise defeat the attacker’s 
original motive of making money through 
the attack.

Advisory
Employee awareness could be a significant 
first step towards ransomware readiness. Step 
one (from the seven steps of infection defined 
previously) can be easily safeguarded against 
through design and deployment of security 
controls that comprise a proactive ransomware 
awareness policy for staff, including measures 
to ascertain that they do not fall victim to social 
engineering attacks. This can be complemented 
with policy cra¤ing to enable strong credential 
usage and multi-factor authentication, brute 
forcing and other credential harvesting 
attempts by the adversary to gain a foothold 
into the victim’s network.

Strong security controls on all 
corporate resources would ascertain 
that vulnerabilities – including those on 
Windows-based devices, such as UAC 
change permissions – are non-existing, 
and all services and device ports that are 
insignificant to business operations are 
kept shut (addressing steps two and three). 
Thwarting network-based attempts by any 
adversary to reconnect to C2 servers on 
the internet is a known security control 
achievable through proper policing around 
network and host-layer firewalling, intrusion 
detection system design, deployment and 
maintenance, and host-layer anti-malware 
so¤ware (steps four, five and six). Isolating 
network segments is also a possible solution 
to prevent the ransomware infection from 
porting laterally across network segments. 

In addition, luring the ransomware 
process into deployed honeypots in the 
organisational network can help safeguard 
intended victim machines. Moreover, 
contingency planning to contain the 
ransomware attack once it has transpired 
should comprise definition and enforcement 
of corporate-level strategy and backup 
policy (addressing step seven and the attack 
steps thereof) and enforcement of backup 
and restoration procedures, plus employee 
training. In addition, ransomware defence 
team hierarchy must be clearly defined with 
role definitions to include personnel for 

media response, mid and upper management, 
and technical experts. All of this is essential 
in bringing the systems back up quickly, 
especially for critical infrastructure.

Conclusion
It is certainly not encouraged to pay the 
ransom amount to the attacker to get back 
your data. Hiring a cyber attorney to 
negotiate the ransom amount is another 
course adopted by some victims, which 
may, however, empower the adversary. 
With cutting-edge ransomware evolution 
techniques comprising lateral infection 
propagation ability across the victim 
network, targeted mobile ransomware 
strains, and with the emergence of the 
ransomware-as-a-service paradigm, 
all business domains are now prone to 
infection, and a proactive defence solution is 
therefore essential. 

Future trends for ransomware include 
those that will increasingly target industrial 
control systems with attempts to cause large-
scale disruptions to critical infrastructures. 
A multi-tier team effort is therefore strongly 
recommended for cra¤ing a defence strategy, 
and to foster the design and maintainence of 
strong ransomware defences. •
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O
rganisations have had to quickly rig 
technology to support collaborative 
team environments, chat applications, 

videoconferencing and VPNs at warp speed, 
which many are finding to be more cost-
effective and sustainable than the old five-
day-a-week, commute-to-work grind.

Research has shown that employees 
are o�en more focused and productive 
when working from home, but the practice 
requires a large dollop of trust from 
managers. A ‘big brother’ mentality – using 
key loggers, camera and microphone access, 
and time and motion studies – will fuel 
resentment rather than trust.

As the pandemic threat eases off in 
Australia, we will see remote working 
continue, while a flood of employees will 
return to their offices.

Those employees have been through a 
period of major cyber security disruption as 
threat actors pivoted to exploit the pandemic.

During the first 100 days of COVID-19, the 
volume of threat detections relating to spam 
impersonation, malware, phishing and web or 
domain-based threats increased significantly 
as cybercriminals realised the huge 
opportunity for exploitation, compromise, 
fraud and the�. Business email compromise 
and social engineering are attractive attack 
methods while significant numbers of 

individuals work from home or are isolated 
from their peers and other support.

Cyber attackers have been busy and  
agile during the lockdown phase of the 
pandemic, and will continue to be as they 
manoeuvre their campaigns through the 
return-to-work period.

Following are some strategies to  
protect businesses and employees in the 
coming months.

 — Work-from-home cyber security 
awareness training should be 
supplemented with specific sessions  
on staying cyber safe when returning to 
the office.

 — Keep employees up to date on current 
and prevalent threats, especially given 
the increasing risk around impersonation 
attacks and voicemail phishing attacks.

 — Do not send out links to resources. 
Instead, direct them to a secure FAQ  
or resource page that, in turn, has 
credible links.

 — Return-to-work messages should not be 
forwarded. With an increased volume of 
emails emanating from various managers 
in a company network, it will be easy for 
malicious actors to blend into the noise.

 — Administrators should evaluate 
access with partners and supply-chain 
organisations. A review of service level 
agreements in relation to maintaining cyber 
security and data security may be needed. •

Nick Lennon is ANZ Country Manager for 
cyber security and resilience company 
Mimecast, which takes on cyber disruption for 
its tens of thousands of customers around the 
globe. Mimecast helps to protect large and 
small organisations from malicious activity, 
human error and technology failure, and to 
lead the movement toward building a more 
resilient world. For more information, visit 
www.mimecast.com

Ensuring a secure  
return to work 
BY NICK LENNON, MIMECAST 

The surge in remote working induced by the COVID-19 pandemic has created a whole new set of 
cyber challenges for Australian businesses as their employees return to the o�ce.
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The regional 
threat: coordinating 
a better response
BY CAMERON BOARDMAN, ASSOCIATE PROFESSOR CARSTEN RUDOLPH,  
DR JAMES BOORMAN AND KATE PACALT-SHADY

Prime Minister Scott Morrison recently advised that ‘Australian organisations are currently being 
targeted by a sophisticated state-based cyber actor’.
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W
hile ongoing cyber activity 
from various threat actors 
comes as no surprise 
to those who work in 
cyber security, to have 

the highest offi  ce advising Australian 
organisations to prioritise cyber security is 
a welcomed confi rmation that the Australian 
Government sees cyber security as a national 
priority. The Prime Minister advised ‘patch 
your internet-facing devices promptly’, 
‘ensure you use multi-factor authentication 
to secure your internet-accessible 
infrastructure and cloud-based platforms’, 
and ‘ensure you get the latest cyberthreat 
advice so you can take the earliest possible 
action to protect yourself online’.

The Cybersecurity Capacity Maturity 
Model for Nations (CMM) is the flagship 
assessment tool of the Oceania Cyber 
Security Centre (OCSC), based in 
Melbourne. The CMM is a key contributor 
to improving cyber security maturity 
globally, with its positive tangible results 
and impact widely acknowledged.

The CMM assessment tool takes a 
holistic view of cyber security through 
fi ve dimensions – Cybersecurity Policy 
and Strategy; Cyber Culture and Society; 
Cybersecurity Education, Training and Skills; 
Legal and Regulatory Frameworks; and 
Standards, Organisation and Technologies – 
and has been used by more than 80 countries 
across the globe to strengthen national cyber 
security capacity.

CMM reviews are conducted at a national 
level, taking a multi-stakeholder approach to 
understand and document the current state 
of cyber security, informed by those involved 
in it. The resulting CMM report provides 
a pathway forward to strengthen cyber 
resilience that considers existing resources 
and refl ects the local context.

A recent independent evaluation 
conducted in 2020 revealed that the 
participating nations found the CMM to be of 
the highest value. According to the authors, 
the CMM was ‘foundational to their strategy 
and policy development, contributing to 
greater collaboration within government, and 
enabling networking and collaboration with 
business and the wider society’.

Informed by a CMM review, the OCSC 
is working with the Vanuatu Offi  ce of the 
Government Chief Information Offi  cer 

(OGCIO) to assess the country’s critical 
national infrastructure and inform the 
development of a comprehensive national 
cyber security strategy. This will be the fi rst 
cyber security capacity building project 
following a CMM review in the Asia Pacifi c, 
and is a testament to OCSC’s capabilities and 
the CMM model.

OCSC acts as a conduit between research, 
industry, government and the international 
cyber security community. Since starting 
the CMM program in 2018, the OCSC has 
conducted six CMM reviews within the  Asia 
Pacifi c with a further nine scheduled in 
2020–22, forming part of OCSC’s outreach 
plan. It is OCSC’s ambition to work with all 
countries in the region, and OCSC welcomes 
the opportunity to work with the Australian 
and New Zealand governments in the future. 
Acting as regional ambassadors of the 
CMM and conducting related research, the 
OCSC is one of three leading cyber security 
research centres that form the CMM Global 
Constellation Partnership; the OCSC in 
Melbourne; the Global Cyber Security Capacity 
Centre (GCSCC) at the University of Oxford 
(the founder of the CMM); and, as of 2019, the 
Cybersecurity Capacity Centre for Southern 
Africa (C3SA) in Cape Town, South Africa.

The Constellation’s mandate is to drive 
the CMM uptake, coordinate regional 
research teams and effi  cient and eff ective 
project management, and to deliver nation-
relevant recommendations and positive 
nation experiences.

Nation-states, including the Five Eyes and 
key Pacifi c partners, have identifi ed that 
there is a need for more global and local 
streamlining and coordination of cyber 
security assessments, as well as funding and 
delivery of capacity building projects.

The OCSC is also a partner of the 
Global Forum on Cyber Expertise 
(GFCE). Headquartered in the Hague, the 
Netherlands, the GFCE fi lls the demand-
driven gap as the global coordinating 
platform for cyber capacity building, 
connecting countries with funders and 
implementers to deliver capacity building 
projects. The OCSC works with the GFCE 
community to coordinate capacity building in 
the Pacifi c region. 

In keeping with the CMM approach of 
understanding the current baseline of cyber 
security capacity, and a need to take a holistic 

Cameron Boardman

Associate Professor 
Carsten Rudolph

Kate Pacalt-Shady

Dr James Boorman

| Cyber Today70 

CYBER ATTACKS



and multi-stakeholder approach to build 
resilience, in June 2020 the OCSC answered 
the call from the Department of Foreign 
Affairs and Trade to provide input into the 
Cyber and Critical Technology International 
Engagement Strategy.

OCSC’s Director of Research, and the Head 
of Department for So¤ware Systems and 
Cybersecurity in the Faculty of Information 
Technology at Monash University Associate 
Professor Carsten Rudolph, and Dr James 
Boorman, OCSC’s Head of Research 
and Capacity Building, identified what 
components are essential to the development 
of Australia’s national cyber security, the 
security of the region, and the security of 
Australia’s global allies.

The OCSC submission stated that the key 
to international cyber and critical technology 
objectives should be to build sustainable 
resilience, ensure integrity of information 
and technology, and strengthen relationships. 
At minimum, these objectives should include 
the consideration of capacity, supply chain, 
natural disasters and pandemics, and 
purposive, persistent and incidental attacks.

OCSC further advised that the national 
cyber security strategy should position and 

establish a region-wide systemic view on 
cyber security and technology risks, and 
should support nations with their individual 
risk assessments and treatment plans. 
This is particularly important for digital 
transformation in developing countries in 
the Asia-Pacific region. Building a stronger 
region is important to reduce cyber harm to 
Australia and our partner countries. 

Knowledge communities like the 
Constellation and GFCE, with both regional 
and global scale, have the ability to provide 
cut through in intellectual property 
protection, and protect technology and 
technology-enabled innovations from the¤ 
and its misuse or manipulations.

This goal will improve the exchange of 
technology transfers and joint development 
of new technologies across countries, and 
will remove dependencies on any one 
manufacturer and/or supplier.

When addressing the issue of how 
cyberspace and critical technologies 
will shape the international strategic 
and geopolitical environment to 2030, 
OCSC stated that a combination of 
factors has brought cyberspace and 
critical technologies into focus for 

Earlier this year, the 
team conducted a CMM 
review for the Federated 
States of Micronesia as 
part of an Asia-Pacific 
Telecommunity Expert 
Mission, in coordination 
with the World Bank 
Digital FSM workshop
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geopolitical strategies, including increased 
connectivity; a strong push for digital 
transformation to drive economic growth, 
increasing economic dependency; a shi¤ 
in defence focus toward cyber; and the 
adoption of emerging technologies for 
unmanned vehicles.

The increasing complexity of traditional 
information infrastructure, combined with 
emerging technologies – such as Internet 
of Things–driven infrastructures, higher 
connectivity (5G) and the greater reliance on 
AI–driven services – will provide organised, 
sophisticated and knowledgeable threat 
actors (lone wolf, organised crime and nation-
states), with greater leverage against targets 
like private enterprise and governments to 
engage in the¤ of intellectual property and 
trade secrets; customer data; and disruption 
of IT services and cyber-physical systems. 
Another important aspect is the growing 
dependency of democratic processes and 
politics on digital media. The dissemination 
of ‘fake news’ is having an increasing 
impact. Countries are using cyberspace and 
technology to enforce their political and 
economic interests.

Furthermore, cyber systems and critical 
technology will be the new target for 
international warfare due to Australia’s 

over-dependency on technology to improve 
quality of life, inform decision-making, 
facilitate traffic flows and manage the 
movement of goods. Hence, the development 
of resilient self-healing systems and 
infrastructure that can deal with cyber 
attacks and natural disasters is critical.

OCSC recommended that Australia should 
take a strong role in leading the way to bridge 
digital divides between various countries and 
economies in the region. It is essential that 
such initiatives do not exclude parts of the 
region or ignore national interests in order to 
deliver stability for the region.

Startups and innovation, coupled with 
research and development, will be key to 
continue to move Australia from a commodity-
based economy to a resilient technology hub 
in the Pacific region, driving trade with good 
actors and digitally enabled Pacific nations.

OCSC identified that AI, machine learning 
and big data, paired with access to an 
increasing array of data sources, provide 
many opportunities for Australia and the 
Indo-Pacific. Tangible examples – such as 
efficient farming and opening of international 
markets for small farmers, better control of 
fishing, and employment opportunities for 
people affected by climate change – should be 
viewed as economic boosters.

OCSC’s first CMM review 
was in Samoa in April 
2018, and was a joint 
mission in coordination 
with a capacity-building 
workshop for Computer 
Incident Response Teams 
run by the ITU and APNIC
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Boundless global international 
collaborations, enabling of disadvantaged 
people to participate in digital development, 
and the efficient use and production of 
energy will continue to inject fuel into 
trade and job creation by way of innovation. 
Wearable technologies and medical health 
devices creating new products is just one 
example for Australian businesses to explore.
Increasingly, fine-grained datasets are being 
generated from sensors, social media, banking 
and financial services, health-based services, 
and transport and logistics services. These 
datasets can be analysed using computational 
methods to ‘connect the dots’ across multiple 
contexts where the results can be used to 
drive positive digital transformation, or used 
to predict and manipulate the behaviours and 
actions of a targeted population.

OCSC argues that even in a best-case 
scenario, where Australia is well protected 
against cyber security and technology risks, 
a regional strategy to build resilience with 
our neighbours is in Australia’s best interest. 
Exploiting weaknesses in other nations’ 
critical infrastructure, businesses, banking, 
government networks or supply chains will 
impact all economies in the region, taking us 
back to the need for a coordinated regional 
effort as digitisation is globally interrelated.

Balancing risks and opportunities requires 
stronger regulation and development of 
enforcement of strict quality standards that 
mitigate the risk of critical vulnerabilities 
emerging from flaws in engineering. 
Minimising risks requires Australia to build 
and sustain cyber security capacity and 
support weaker economies to do the same. 
In this context, OCSC agrees with the Prime 
Minister that Australia should promote the use 
of secure technologies as, at times, it might be 
necessary to slow down digital development in 
order for security to remain current.

The OCSC has recommended that Australia 
should work with its allies to develop 
international treaties, legislation, regulation 
and law enforcement with cross-jurisdictional 
powers to safeguard our interests and 
prevent proliferation of disinformation. OCSC 
further recommends that Australia continues 
to support countries in the region in building 
cyber security capacity with a focus on 
tangible results. Projects should be evidence-
based and enable countries to build up their 
own strong capabilities in risk assessment, 

security monitoring, exchange of threat 
intelligence, incident response, and resilience.

One long-term goal should be the 
establishment of a framework for 
international collaboration in cyber 
security. This can include the identification 
of functions that can be delivered on a 
collaborative international level without 
compromising national sovereignty. 
Standards for open networks, data exchange, 
security controls, exchange of security 
intelligence, and threat information and 
norms for processes – such as for nation-level 
risk assessment – should be actively pursued. 

To strengthen Australia’s place in the region, 
it should also support equal opportunities 
in cyberspace by leading and contributing 
to the forming and shaping of international 
norms and regulations regarding the openness 
of cyberspace, cyber inequality, cyber 
security and cyber ethics. This includes the 
international cyber standardisation of laws to 
remove jurisdictional boundaries to enable 
better investigations of modern slavery, human 
trafficking, child exploitation, cyber-enabled 
scams and organised crime.

To further strengthen strategic funding 
programs and build on existing expertise in 
academia, industry and civil society, Australia 
should seek out and find fit-for-purpose 
organisations like the OCSC to add depth into 
the existing cyber security talent pool.

The OCSC will continue to improve the 
cyber security maturity and posture of 
Australia and its allies through ongoing 
successful delivery of the CMM and capacity 
building initiatives like the Vanuatu project. 
For future success, it is critical that the 
previously outlined factors are addressed 
and future initiatives are delivered through 
a consistent, coordinated framework. As the 
Prime Minister said, ‘Regrettably, this activity 
is not new – but the frequency has been 
increasing’. It is incumbent on all of us to work 
together to address this increasing threat. •

Cameron Boardman is the Interim Director of 
the Oceania Cyber Security Centre. For further 
information, please visit ocsc.com.au

One long-term goal should be the 
establishment of a framework for 
international collaboration in cyber security
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Neil Campbell (NC): For those who don’t 
know, briefly explain what SAI Global does 
and the security challenges you face.
Peter Macarthur-King (PMK): We handle 
and store highly sensitive and regulated 
data for clients. It’s the kind of data that 
could be at risk of compromise by financially 
motivated cybercriminals, criminals 
seeking sensitive data about individuals and 
potentially even nation-state actors hunting 
for strategically important information  
on specific organisations. We have to keep 
such threats at bay, while continually 
enhancing the global organisation’s IT 
resilience. What’s more, we have the added 
complexity of ongoing cloud migration 
efforts, and business-critical, in-house 
applications to support employees spread 
across the globe.

NC: What led you to consider Rapid7?
PMK: Our previous vulnerability 
management solution had become 
increasingly difficult for a small team to 
operate and maintain coverage globally. 
So, upon the advice of a colleague, we 
looked at Rapid7 InsightIDR and InsightVM 

– running a proof-of-concept project 
across 300 servers globally. This proved 
to be very successful, and as a result we 
decided to scale up and deploy the agent 
to every personal computer and server in 
the organisation. Within a month, we’d 
gone from zero to the better part of 4000 
Windows and Linux assets. The process was 
quick, smooth and without fault.

NC: What immediate improvements did 
you notice when using Rapid7 InsightVM?
PMK: The first thing we discovered with 
InsightVM was that we had broader visibility 
into our environment, and the way the system 
identified risk and brought it into clear focus 
was more effective than simply counting 
common vulnerabilities and exposures.

NC: You have a globally dispersed 
workforce, and the recent pandemic 
would have forced pretty much all of your 
sta� to work from home – how do you 
manage this risk?
PMK: InsightIDR really helps to reduce risk. 
We’ve been able to analyse the behaviour 
of users connecting via VPN and directly 
providing transparency into Office 365 
connections. The InsightIDR solution goes 
beyond traditional security information and 
event management to aggregate and analyse 
data sources across logs, users, end points 
and networks, notifying us at the first sign of 
a change of behaviour – which may indicate 
an attack.

NC: You talk about the ability to democratise 
security across the organisation. What 
exactly do you mean by that?
PMK: Because of the insights we get through 
Rapid7 – particularly things like the ‘Top 25 
Remediations Report’ – I have been able to 
distribute accountability and ownership for 
security across the entire business, rather 
than limiting it to just my team. To do this, 
we generate focused reports that provide 
relevant information directly to all our 
divisions. This means that they now take 
greater responsibility to resolve challenges, 
which delivers amazing benefits to us. The 
information security team is only small, 
which means by divesting responsibility we 
can now focus on providing greater strategic 
value to the business. •

For a more detailed overview of the 
implementation, visit https://www.rapid7.com/
about/customers/sai-global/

A global security challenge
Neil Campbell, Vice President for Asia Paci�c at Rapid7, recently spoke with SAI Global’s Chief 
Information Security O�cer, Peter Macarthur-King, about managing security and risk across a 
globally dispersed organisation.

Peter Macarthur-King

Neil Campbell

The InsightIDR solution goes beyond 
traditional security information and event 
management to aggregate and analyse 
data sources across logs, users, end points 
and networks, notifying us at the first sign 
of a change of behaviour 
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O
ver the past 15 years while 
working in the information 
security industry, I’ve seen 
my fair share of changes. 
During this time, I’ve worked 

in the defensive (blue) team roles, managing 
security operations for a large global 
financial institution as a senior security 
analyst for an investment management firm 
with $153 billion in assets under management, 
and in consulting for two of the big four firms 
in computer forensics and cyber security 
advisory. During this time, I would say the 
biggest fallacy is that compliance with a 
particular security framework will make 
that organisation secure. This, in my eyes, is 
a common misconception, and depending on 
who you ask, you might get different answers.

What is security compliance?
At a very high level, security compliance is 
based on specific program frameworks to 
ensure that there are appropriate security 
processes in place for a specific set of (mostly) 
regulatory requirements, which I outline in 
this article. This is o¤en developed by the 

executive leadership team to comply with 
standards to keep the organisation current 
and relevant in the various competitive 
regulated industries. Following is a brief 
overview of a small selection of security 
compliance frameworks we will later refer to 
as ‘program frameworks’.

The Australian Prudential Regulatory 
Authority (APRA) issued a mandatory 
regulation in July 2019 requiring 
organisations to upli¤ their information 
security capabilities proportionate with the 
evolving size, extent and threats to assets. The 
official APRA regulation is called CPS 234, 
which applies to deposit-taking institutions, 
insurers and superannuation entities.

The Payment Card Industry (PCI) Data 
Security Standard is for organisations that 
handle credit cards.

The Health Insurance Portability and 
Accountability Act (HIPAA) is designed 
to provide standards to protect patients’ 
medical records and health information 
provided by health plans, doctors, hospitals 
and care providers. The Privacy Act 1988 is 
the Australian counterpart to HIPAA.

Security 
compliance  
versus being secure 
and compliant
BY ROBERT WILSON, MANAGER, CYBER SECURITY & FORENSIC TECHNOLOGY, VINCENTS
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The System and Organisation Controls 
(SOC) 2 evaluates internal controls, policies 
and procedures that relate to the security of 
the system at a service organisation.

ISO 27001 specifi es an Information 
Security Management System to control 
information security by introducing a plan-
do-check-act life cycle.

Going from one framework to the 
next will focus on specific parts of the 
regulatory requirements and process, 
policies, and management of the security 
program. Program frameworks do not 
go into specifics on how the security 
controls should be implemented in order 
to achieve compliance.

What’s the di� erence between a program 
framework and a control framework?
Information security, or cyber security as 
it’s referred to lately, involves all people, 
processes and technology to protect the 
confi dentiality, integrity and availability of 
data at rest, in motion and in use. What is 
o¤ en missing from the program framework 
is a set of control frameworks, such as the 

most common three control frameworks 
that are used in Australia:
— the National Institute of Standards and 

Technology (NIST) 800-53, which has more 
than 900 unique security controls.

— the Centre for Internet Security (CIS20), which, 
as the name implies, has 20 controls defi ned

— the much slimmer Australian Cyber 
Security Centre (ACSC) Essential Eight 
control framework, which has (you 
guessed it!) eight essential controls on 
what needs to be in place. 

In each of these, you will fi nd specifi c 
outlines of controls that are measurable 
metrics you can use to assess the level of 
maturity within the organisation, and 
from there defi ne what needs to be done to 
become compliant.

The control frameworks describe the 
security controls in place, which also make 
great starting points to your security 
standards. There is o¤ en a disconnect 
between both the control frameworks and 
program frameworks, and misconceptions 
about how to implement one or the other. If 
the program framework sets out what needs 
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to be done, then the control framework 
outlines how it can be done. In comparison, 
this would be the same as an architect saying 
this is what the building will look like and 
the independent tradesperson (carpenter, 
electrician, plumber) saying how it will all 
actually go together using their independent, 
industry controls.

Another big differentiator between the 
control and program frameworks is the time 
and experience required to implement. The 
control framework takes less experience and 
less time to implement, while the program 
framework takes more time and experience 
since it covers more of the business 
processes and a wider set of roles and 
responsibilities. The program framework 
focuses on policies and management, while 
the control framework focuses on technical 
controls and standards.

Alignment of both frameworks and 
developing the security program
On one hand, we will have the program 
framework to guide us through the world 
of cyber security and manage the security 
program through the complex process of 
policies and procedures. On the other, we 
will have the selected control framework 
to show us how to implement technical 
controls and industry best practices to 
mitigate threats. Most, if not all, frameworks 
can be used together, and have already 
been mapped to one another with full 
documentation found in their respective 
website repositories.

If you have a robust program framework 
but need to select a control framework, I 
would recommend choosing one that has a 
larger set of controls so that there are more 
examples you can select from. An example 
of this would be mapping ISO 27001 to CIS20 
instead of the ACSC Essential Eight, which is a 
smaller subset of the CIS20. But if you are just 
starting out and don’t have either, it’s easier to 
start with a smaller control framework, such 
as the ACSC Essential Eight, before moving 
onto the program framework for a broader 
set of compliance and management needs.

Sometimes you might have an existing 
program framework, such as ISO 27001, and 
need to adopt a new regulatory framework, 
such as CPS 234. O¤en what happens is 
you will map the two overlapping program 
frameworks together instead of switching 

from one to the next when a new regulation 
comes out. Requirements at the program 
framework level o¤en align with one another 
so it doesn’t take much extra effort, just an 
extra column in your program where the two 
align together. In the end, this means that 
you have two program frameworks and one 
control framework to look a¤er.

Now that we have both the program 
and control frameworks selected and 
mapped together, we will need to build key 
performance indicators (KPIs) so we can 
measure and report levels of maturity. The 
control framework will bring you very 
close to what the KPIs should look like, and 
once defined we can measure the overall 
effectiveness for each. A great way to 
measure your KPIs is by using the Capability 
Maturity Model that outlines five different 
levels of maturity, ranging from initial, 
repeatable, defined, managed and optimising.

Our specific control frameworks will 
establish the KPIs used to measure the 
maturity of each control, and will also set 
the foundation for written standards. The 
program framework will show us how 
to manage and create the governance of 
the security program. With this and the 
aforementioned standards, we can build 
a tiered structure of policies, standards 
and procedures that support the high-level 
direction and technical details of how to 
achieve the required results. When we have 
one framework in place but not the other, 
there can be very big gaps; but when we put 
them together, security compliance is much 
easier to achieve.

Being secure and achieving security 
compliance
As you can see, security compliance o¤en 
refers to being compliant with a specific 
program or regulatory framework required 
in the respective sectors of business, whether 
it be health care, financial, insurance or 
other. If you are searching for, or are already 
complying with, CPS 234, PCI, HIPAA, SOC or 
ISO 27001, you might be missing the addition 
of a robust control framework (NIST 800-53, 
CIS20, ACSC Essential Eight) alongside the 
program framework to establish a well-
rounded security program. The output of 
putting these two together to be secure and 
compliant will make it much easier to achieve 
and maintain security compliance. •
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Getting the best 
value out of security 
assessments
BY BOJAN ZDRNJA, SANS CERTIFIED INSTRUCTOR AND CTO, INFIGO IS
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T
here are many aspects to managing 
vulnerabilities in today’s complex 
IT environments. For example, 
performing security assessments 
is a popular way of identifying 

existing vulnerabilities, which then allows for 
proper mitigation. In this article, I look at the 
differences between vulnerability scanning, 
penetration testing and red teaming – three 
security assessments that are popular, but 
that should be performed with care in order to 
achieve best results.

Deciding which security assessment to 
perform depends a lot on an organisation’s 
security maturity level, and the best results 
will be achieved by performing them exactly 
in the order listed. Let’s see why.

1. Vulnerability scanning
Vulnerability scanning (assessments) is 
something that every organisation should 
be doing on a regular basis. This is the first, 
and the most basic, activity in managing 
vulnerabilities: the goal of a vulnerability 
scanner is to find low-hanging fruit and 
known vulnerabilities or misconfigurations. 
Vulnerability scanners will do a great job of 
enumerating installed patches, and finding 
default accounts and misconfigurations. 
Modern scanners can also authenticate 
against target systems (login), which will 
allow them to list installed patches and 
correlate such information with actively 
obtained data from a scan, thereby reducing 
false positive reports.

It is recommended that vulnerability 
scanning is performed regularly in every 
organisation, preferably with internal tools. 
The most popular network vulnerability 
scanners are Rapid7 Nexpose, Tenable Nessus 
and Qualys. Just keep in mind that these should 
be used for network scanning, while other, 
more specialised tools exist for application-
level scanning (i.e., for web applications).

2. Penetration testing
Penetration testing should be the next step. 
When deciding on a penetration test, scoping 
is very important: the goal of a penetration 
test is to find all (or at least as many as 
possible) of the vulnerabilities in the target 
scope. The target scope can be a set of IP 
addresses or networks (when we talk about a 
network penetration test), a web application, 
web services, and so on.

Since a penetration tester is normally 
limited in time (typically penetration tests 
last between five and 15 working days), it’s 
obvious that the whole process should be 
as efficient as possible. This means that 
the scope should be clearly defined, and 
that any potential obstacles should be 
removed. For example, if you are testing a 
mobile application, it would be beneficial 
to provide a build without obfuscation for 
your penetration tester: we know what 
obfuscation can be circumvented, and by 
providing such a build the penetration 
tester will not waste time on deobfuscation, 
but rather on finding vulnerabilities.

Additionally, a penetration test will also 
test for vulnerabilities that a vulnerability 
scanner cannot find – for example, logic 
vulnerabilities. Business logic vulnerabilities 
are almost impossible for a vulnerability 
scanner to identify (at least for today’s tools), 
and they can be devastating. A good example 
is if you are a bank and have an internet 
banking web application; an attacker logs 
in and tries to create a transaction of €100, 
resulting in the payer receiving the funds 
instead of a payee. Or, another very common 
category of vulnerabilities is direct object 
reference, when attackers try to access 
objects (for example, transaction records) 
belonging to arbitrary users by modifying 
object references. Since object references 
are typically just numbers (IDs), modification 
is easy, yet many scanners will miss such 
vulnerabilities since they do not understand 
the context – i.e., the fact that by changing  
an ID and retrieving someone else’s 
transaction record means we have found  
a critical vulnerability.

The result of a penetration test is a 
report that should detail all identified 
vulnerabilities, with recommendations on 
how to fix them. All listed vulnerabilities 
should be verified by the penetration tester – 
there should be no false positives there!

It is now clear that penetration tests 
require a lot of manual work – that’s why they 
take quite a long time and are typically more 
expensive than a vulnerability assessment.

3. Red teaming
Finally, a red team exercise is the ultimate test 
of any organisation’s defences. In a red team 
exercise, the attackers are given a final goal, 
and they can typically use any means they 

Bojan Zdrnja
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want to achieve it. This might include writing 
new exploits, using social engineering, 
moving laterally, and so on.

The main difference between a red team 
exercise and a penetration test is that with 
a red team exercise there is one ultimate 
goal, while a penetration test aims to find 
all vulnerabilities in the defined scope. 
A red team exercise might miss some 
vulnerabilities and never report them, but it 
will show you how you stand against a real 
attacker. Quite o¤en, a red team exercise is a 
good test of an organisation’s blue team – it 
will show how good they are in detecting 
attacks and potentially preventing them 
while they are happening.

Although this is the ideal process 
for managing vulnerabilities within an 
organisation, deciding which security 
assessment to select ultimately depends on 
the maturity level of the organisation. If, 

for example, the target organisation is not 
regularly patching its servers, then there is no 
point in doing a penetration test or a red team 
exercise as even the basic security hygiene 
is lacking – this must be addressed first. It is 
only a¤er low-hanging fruit has been taken 
care of that a more sophisticated security 
assessment should be performed.

Likewise, if an organisation is releasing 
a new application, for example, then a 
penetration test might be more suitable since 
the goal will be to find all the vulnerabilities 
in the new application. And if you have 
already tested the majority of your services, 
and have a trained blue team, a red team 
exercise will help to show how prepared the 
organisation is against a real-world attack. •

To find out more about SANS  
and its training courses, visit  
http://www.sans.org/training-2020
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The challenge
A�er the acquisition of Bibby Financial 
Services’ Australian and New Zealand 
offices, Scottish Pacific Business Finance 
(ScotPac) had the daunting task of juggling 
different systems of file transfer from the 
two companies and the massive volumes 
of sensitive information passing through 
its systems daily. With ever-increasing 
cyberthreats, ScotPac could not afford to 
have a data breach that might affect their 
customers negatively, ruining the rapport 
that it has built up over the years.

The solution
ScotPac had been using the award-winning 
MOVEit so�ware across its offices globally. 
During the consolidation process of the 
acquisition, ScotPac decided to extend the use 
of MOVEit to all eight of its offices. ‘With the 
different systems we had in place, the degree 
of human error due to the manual processes 
was high. But with MOVEit, we finally had 
a single tool that could deal with all the 
disparate systems. This made the processes 

much simpler for us and ensured that our 
data was always secure,’ says Nick McAvoy, 
Head of Technology and Systems at ScotPac.

ScotPac deals with a lot of sensitive 
information, including credit scorings, which 
the company has to regularly share with 
banks. ‘Our systems contain large amounts of 
sensitive data protected by a firewall in our 
internal system, which requires authentication 
in order to access it. While the files are well 
protected within the system, they lacked the 
same protection while being transferred, 
increasing their vulnerabilities,’ adds McAvoy.

MOVEit helps companies to exchange 
critical data with external parties, ensuring 
that it is delivered to the intended recipients 
safely while allowing ScotPac to track its 
trail. Furthermore, MOVEit Automation 
streamlines the process further by enabling 
users to automate without requiring 
any programming knowledge. MOVEit 
Automation also comes with Pretty Good 
Privacy security that simplifies encryption 
and decryption of the files, as well as ongoing 
key management.

 ‘The focus of our business is the service 
to our clients, which means that any 
improvements that can be made to our 
business processes are highly welcomed,’ 
McAvoy highlights. ‘MOVEit does just that to 
speed up our business processes.’

Post implementation: ease of use 
There was no inertia when it came to 
incorporating the system into ScotPac’s 
daily activities. MOVEit Automation allows 
employees across the globe to use the service 
daily without having to take any extra steps 
to ensure its security.

Setting up and selecting the system was  
an easy task for ScotPac thanks to DNA 
Connect, Progress’s Authorised Partner in 
Australia and New Zealand. ‘Working with 
DNA Connect to incorporate MOVEit into 
our system has been so easy,’ says McAvoy. 
‘We haven’t had the need to contact DNA 
Connect until now as the system is so  
easy to use, and leveraging its benefits has 
been straightforward.’ •

Secure file transfers when 
it matters most 

Nick McAvoy
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Need of the hour: 
an e�ective cyber 
security leader
BY ASHUTOSH KAPSE, HEAD OF CYBER SECURITY, IOOF HOLDINGS AUSTRALIA

Cyber risks have now taken centrestage in the corporate world. 
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Ashutosh Kapse

C
yber security has become a 
key risk of concern for boards 
and executive managers, and is 
usually recorded as one of the 
top five risks facing businesses. 

The COVID-19 crisis has further increased the 
focus on cyber risks in the new work-from-
anywhere paradigm.

Recent surveys and research suggests 
that although visibility at board level 
has increased, requisite organisational 
structures (to support cyber risk mitigation) 
are still lagging, especially in Tier 2 and 
smaller organisations. I believe that is a result 
of a combination of the following factors:

 — cyber security as a domain, being fairly 
new, has no specific standard format 
to follow in terms of implementing 
structures and allocating responsibilities

 — there is an inherent shortage of 
resources, which is a problem that is more 
exacerbated at senior levels

 — there is a lack of depth of cyber 
security knowledge at the executive 
and board levels.

The apparent disconnect and gap in 
trust needs to be closed if the cyberthreat 
is to be tackled effectively. Organisations 
must realise that in order to have a mature 
cyber security posture, they need effective 
leadership in their cyber security area.

An executive/manager in charge of cyber 
security in an organisation has the unenviable 
task of influencing the board and the executive 
leadership group, while at the same time having 
an impact on the security culture across the 
organisation. The cyber security leader does 
not necessarily need in-depth technical skills, 
but certainly needs dynamic leadership skills.

Recent surveys and research suggests 
that although visibility at board level 
has increased, requisite organisational 
structures (to support cyber risk mitigation) 
are still lagging, especially in Tier 2 and 
smaller organisations
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What are the skills required for cyber 
leadership?
If you are a board member/executive 
manager looking to hire a security 
executive, or you are a security professional 
looking to rise to the challenge – in addition 
to technical understanding of security – I 
would focus on getting/developing the 
following skills and attributes.

 — Great communicator and storyteller. Only 
a great communicator can influence 
effectively at the board and executive 
level, as well as end users from various 
business units with varied amounts of 
technical knowledge.

 — High emotional intelligence. A highly 
developed level of emotional intelligence 
(EI) is needed in order to foster enduring 
internal relationships with peers, 
business unit leaders and technical 
staff. EI is a critical trait as it influences 
collaboration, teamwork, crisis 
management and more.

 — Big-picture thinking. A security manager 
usually comes from a technical 
background. Technical people are 
very good at focusing on the minutiae, 

which is necessary to solve technical 
problems. Security, on the other hand, is 
very much connected with being able to 
see the bigger picture and context, and 
‘being able to see the forest for the trees’. 
Security leaders therefore need to have 
big-picture thinking to be successful.

 — Business acumen. A security leader 
has an especially important part to 
play in business planning and strategic 
planning. The security leader needs 
to ensure that security and risk 
management is built into all business 
processes. Most importantly, the person 
needs to be able to frame security 
challenges into business opportunities. 
Ultimately, a security leader needs to 
balance dollars with risk.

 — Ability to lead cultural change. Organisational 
culture sets the tone, the framework and 
the operational context for security to 
operate. Implementing a mature security 
posture has a lot to do with successfully 
leading cultural change in an organisation. 
Ultimately, the security leader must create a 
positive security culture.

 — Personal integrity. For the security leader, 
the foundation of success is built on 
how they can engender trust of various 
parts of the organisation in the security 
processes and security programs being 
put in place. Trust starts with the security 
leader, hence they must exhibit great 
levels of personal integrity in everything 
they say and do.

 — Execution – an ability to get things done. A 
security leader must be results-oriented. 
At the end of the day, so¤ skills and 
communication, and integrity and EI are 
all good, but the security manager must 
have the ability to execute and complete 
tasks and projects successfully. Security 
leaders must find ways to say ‘yes’ to 
internal stakeholders, and make security 
an enabler and not a roadblock.

 — Be a team builder. Good leaders build 
good teams. The security leader needs 
to be a ‘servant leader’ and build a team 
of specialists with multidimensional 
skill sets, attracting the best talent 
to the organisation. A successful 
security program needs people with 
the right mix of talent, technical skills 
and interpersonal skills working as a 
cohesive unit. •

| Cyber Today86 

LEADERSHIP



F
or risk, compliance and information 
security practitioners, the unfulfilled 
promise of machine learning has been 

disappointing, though understandable. 
Now, change has officially come. Meet 

Hailey: 6clicks’ new artificial intelligence (AI) 
engine, inside the 6clicks platform.

Following extensive PhD-led research and 
development, Hailey now plays an integral role 
in streamlining risk, compliance and security 
processes for 6clicks customers.

Hailey’s first release (with more to come) will 
see her dramatically speed up what has been a 
traditionally laborious process (managing the 
overlap of obligations that exist across different 
standards, laws and regulations), thereby 
conclusively reducing the cost and complexity of 
these activities, and providing superior insights.

Thanks to advancements in AI, data 
management and hyperscale computing, 

what was impossible is now a reality for 
6clicks customers.

Through recent testing, 6clicks 
demonstrated the power of Hailey across 
different information security standards to 
identify common requirements with stunning 
accuracy. Initially, the goal was to have Hailey 
be as accurate as human experts, but thanks to 
the great team she is now outperforming them 
in many cases.

As regulators increase their focus, using 
the power of Hailey to identify common 
provisions across regulations – which are then 
confirmed by a human-based feedback loop – 
simplifies the process of ensuring alignment 
with external requirements, spelling the end of 
admin burden. •

For further information, including access to 
6clicks’ global position paper, visit 6clicks.io

Everyone, meet Hailey
The world’s �rst AI engine for risk, compliance and cyber security.

Reduce Cost
& Complexity
Unleash a unique
and powerful
combination of natural
language processing
and machine learning
to significantly reduce
the cost of compliance.

Gain Better
Insights

Enter new markets,
demonstrate
compliance and ensure
control effectiveness
faster than ever before
– reduce months of
effort to seconds.

Accelerate
Alignment

Gain better insights
with market intelligence
tailored to your risks
and obligations – real
time, relevant and
enhanced with the
power of social.

Artificial Intelligence
for Risk Management & Compliance

We'd like you to meet...
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BY, MICHAEL FIELDHOUSE, ADVISOR TO DOW JONES AND WALL STREET JOURNAL PRO, AND ADJUNCT 
PROFESSOR CYBERSECURITY, LA TROBE UNIVERSITY

Too o�en we build teams with similar people, not taking the time to think about what diversity of 
thought we are missing. Do we have that person in the team that is willing to challenge others and 
question the status quo? Or that person that comes from the le� �eld with their thinking?

Michael Fieldhouse

Diversity of 
thought in cyber
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Tips from Temple Grandin, author of The Autistic Brain and 
Di�erent, Not Less, when working with employees with autism

 — Never give vague instructions.
 — Mentor employees with autism. When they make social 

mistakes, explain to them in private what they did wrong. 
Be direct.

 — Provide a pilot’s checklist for tasks that have many steps. 
This helps with working memory problems.

T
ypically, people operate within 
their own perception biases, 
and are attracted to people who 
look, act and think like them. 
This creates the risk that they 

are drawn towards others with similar 
experiences and backgrounds, creating 
homogeneous thinking (sometimes known as 
groupthink). Homogeneous thinking limits 
the spectrum of possibility, which thereby 
narrows pathways to new opportunities.

Homogeneous thinking can also lead 
to disaster – Irving Janis’s iconic Yale 
University study on the decision-making that 
led to the disastrous Bay of Pigs invasion is 
the classic case in the military context, where 
a small group of like-minded decision-makers 
had high group cohesion, which limited their 
capacity to explore alternative viewpoints 
or resolutions. This resulted in an ill-fated 
invasion that objectively never had a chance 
of success; however, the entire leadership 
and executive team were totally convinced 
that it would work. It was immensely 
humiliating for the United States. There is 
a clear lesson to be learnt – homogenous 
thinking is dangerous.

Some main issues that limit diversity include:
 — own biases
 — inability to manage constructive conflict
 — inability to create a safe environment 

and culture where all opinions and ideas 
are welcome

 — recruiting from the same talent pools.
A great challenge in the war for talent 

is being able to think outside the box and 
explore other avenues for attracting highly 
skilled employees. This might be creating 
cyber challenges within the greater workforce 
to identify talent, similar to what Bletchley 
Park recruiters did in World War II – using 
crosswords and complex riddles to identify 
code breakers in the greater community.

Diversity is a central topic in the 
war for talent to help drive competitive 
advantage. One of the most powerful 
benefits of diversity is diversity of thought. 
If companies do not proactively focus 
on diversity, they end up with teams of 
people who think and act alike. In some 
organisations and industries like defence, 
it is tempting to see this as a desirable 
outcome, given that service personnel 
are expected to follow orders and clear 
direction; however, diversity of thought 

enables an organisation to embrace different 
thinking and viewpoints, and fosters a 
range of views and approaches in the 
organisational culture, enabling greater 
variation in perspectives and approaches 
to be considered. Conceiving strategic plans 
and implementing them requires a high level 
of creativity. 

Diversity of thought enables constructive 
conflict and difference of opinion in the 
workplace, which can be harnessed from 
operational areas to tactical and strategic 
planning. If everybody thinks the same way, 
then we will only be able to solve problems 
in one particular way, which will mean little 
progress. It can also limit the capacity of 
organisations to map strategic designs to 
operational plans.

Some organisations, such as the 
UK Government’s Communications 
Headquarters, Australian Defence Force 
and Israel Defense Forces, have taken a 
proactive approach to diversity of thought 
via introducing neurodiversity as affirmative 
action programs to recruit neurological 
differences. The concept of neurodiversity 
is to recognise neurological learning and 
thinking differences, and seeing them 
as strengths rather than deficits, such as 
dyslexia and autism. •

If you are interested in learning more about 
neurodiversity and the benefits to your 
organisation, visit neurodiversityhub.org

A great challenge in the war for talent is 
being able to think outside the box and 
explore other avenues for attracting highly 
skilled employees
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A
ustralian Institute of Family 
Studies states that 97 per cent of 
households with children aged 
under 15 years have access to the 
internet, with seven devices on 

average per household, and 99 per cent of 
young people aged 15–17 years are online, 
making this age group the highest users.

There are also enough statistics for adults 
to sit up and take notice of the pervasiveness 
of the internet in the lives of children aged as 
young as four and five.

As most parents would, I have constantly 
educated my child on how to navigate the 
world. I have talked about stranger danger, 
ensured that my daughter knows what to do if 
she is ever lost, made her memorise our contact 
numbers and home address, and explained the 
different situations that a child her age might 
need to manoeuvre if a trusted adult is not 
around. The intention is for her to have tools in 
her kit, as well as the intellectual and emotional 
understanding to navigate a situation that one 
desperately hopes never arises.

As a parent or as an adult, we all want 
children to be safe. In this digital world 
where kids are o¤en seen taking their iPads 
everywhere they go, playing games or 

watching YouTube, I have ensured that I am 
around and I can oversee what my daughter is 
watching. Some parents use apps to monitor 
and control the content their kids can watch.

I did not give any more thought to online 
safety beyond that. I did not assist her with 
tools and decision-making skills to navigate 
the cyber world. In my head, I was never 
going to let her be alone with a gadget.

Then the COVID-19 pandemic erupted.
My daughter started remote learning 

and was le¤ with her devices for extended 
periods while I was getting my work done.

That is when it hit me – that she is growing 
up and will discover ways to circumnavigate 
the apps that are installed for my peace of 
mind and her safety. She will be alone with 
her gadgets and the internet.

She needs to be equipped with knowledge 
about this ‘digital world’.

Cyber security, or online safety for kids, 
encompasses multiple scenarios, including, 
but not limited to: fraud, loss of personal 
information, cyberbullying, access to illicit 
content, and predators.

The onus of empowering and educating 
kids lies at home and at school. It should 
start young.

Empowering kids 
to navigate the 
digital world
BY RAJI PILLAY, TEAM LEAD, TECHNICAL SECURITY, COLES

‘We live in a digital world’ is a phrase we have gotten used to. Social media usage is not just on the 
rise anymore, but it’s ubiquitous in our lives – and in the lives of our kids.

Raji Pillay
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As responsible adults, we need to step up 
and educate our kids.

Facebook, Twitter, TikTok, Instagram, 
Snapchat, YouTube – kids are all over it. 
These are some of the platforms where 
they meet new people, and are exposed 
to content that we never had access to 
as kids, including rude and intrusive 
comments, grooming, risky challenges, 
and influencers. You cannot possibly be 
everywhere with them.

How do we contribute as a society?
As a parent:

 — Educate yourself �rst. Talk to other parents, 
attend workshops (even if you think you 
know everything), read about online 
safety for kids and take them along on 
your learning journey. 

 — Embrace technology for safety. Use the 
apps and in-built functions to protect 
the younger kids. Explain what the apps 
are, how you are using them and the 
information you get from them. Like 
charity, trust and safety begin at home.

 — Communicate. Like every other aspect 
of life, it all comes down to honest and 
lucid communication. Talk to your kids! 

Teach them about personal information 
versus public information, pop-up 
notifications, passwords, secure URLs 
(might sound technical, but they do 
understand!), stranger danger and 
pornography. Be vocal about the thin 
line between fun and danger. 

 — Don’t judge. If they ask you about 
something that they shouldn’t have seen 
or done, don’t judge or reprimand them. 
Be patient, transparent and explain in a 
way they can understand.

 — Raise awareness. Not every adult is well 
versed with online safety and the related 
dangers. If you have knowledge, impart it. 
Write about it, talk about it and post about 
it. It is the dire need of the hour.

As a community:
 — Acknowledge the importance of online 

safety. Work together to create content 

Use the apps and in-built functions to 
protect the younger kids. Explain what the 
apps are, how you are using them and the 
information you get from them
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around safety that can be consumed by 
children of all ages. Create channels to 
promote this content and make it easily 
accessible. Volunteers who are passionate 
about online safety should collaborate to 
provide learning avenues.

 — Schools. It is non-negotiable for schools 
to impart cyber security information 
across all ages, and be able to keep up 
with changing trends and technology. 
Schools can collaborate with parents and 
community volunteer groups working in 
the technology and security sectors.

 — Cyber laws. We need stricter laws and 
policing to deter bullying, abuse and fraud.

 — Helplines. We need to provide an open 
and easily accessible channel for kids 
to feel comfortable to reach out to when 
they experience any form of online abuse. 
Trust, safety and knowledge should be 
accessible and ubiquitous – just like 
digitisation is. These avenues should be 
promoted for increased awareness.

As a tech industry:
 — Secure apps. Security needs to be in-built 

when developing and releasing apps. 
Security should be respected as a feature 
and not treated as a non-functional 
requirement. Tech companies need to 

take responsibility about the platforms 
they build.

 — Child controls. There is a gamut of child 
controls and related apps available 
today; however, there is a desperate need 
for more work in this area to provide 
elevated parental control without privacy 
intrusion.

 — Educational content. Those of us in 
the industry have the resources and 
knowledge of the ever-changing 
technology landscape and the associated 
threats to always be able to keep on top of 
it. We are best placed to help parents and 
the community impart the know-how of 
the digital world.

The key to child safety, whether in the 
real world or the digital one, starts with 
communication. Empowering children with 
knowledge is imperative to building their 
toolset for navigating the ever-changing 
online world. A safe and trustworthy place 
for kids to reach out to has never been more 
important – and easier to provide – than now.

Do we want our kids growing up to be 
wary of this beautiful and powerful thing 
called the internet, or do we want them 
growing up, being best friends with it? The 
choice is ours. •
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A
s social distancing laws made 
classroom training impossible, 
many in the security industry 
were, like their peers in different 
sectors, waiting for the rules to be 

relaxed so that crucial educational courses 
could return to normal. Yet as the COVID-19 
pandemic drags on and Australia faces the 
prospect of a lengthy recovery, training 
institutions are facing up to a new reality: in 
the short term, at least, the future of training 
is remote.

The massive shi¤ online – which happened 
almost overnight and stress tested the 
contingency plans of technical training 
institutions nationwide – has sent training 
institutions scrambling to develop content, 
with cyber security training organisations 
fast-tracking their online offerings.

SANS Institute, for one, has leaned 
on its self-paced and live online training 
capabilities to offer a range of cyber 
security courses in areas like penetration 
testing, project management, vulnerability 
management, forensic analysis, and more. 
IT security training provider EC-Council 
did the same for its range of technical 
courses, as well as its Certified CISO 

program, which targets executives wanting 
or needing to attain formal qualifications 
in cyber security.

‘Businesses are being challenged more 
than ever by the sudden shi¤ to remote 
working,’ DDLS CEO Jon Lang said as the 
firm moved to online-only delivery in late 
March. ‘But that doesn’t mean their skills and 
training needs should be put on hold. In fact, 
it simply means priorities shi¤ and certain 
skills become even more important.’

The company’s DDLS Anywhere 
infrastructure was designed to support 
virtual classrooms that link physical venues 
around the country, but DDLS – responding 
to strong demand for cyber security courses 
to protect the growing number of remote 
workers – quickly moved to lean on its 
Zoom-based video learning environment 
for delivering comprehensive courses, such 
as the newly added (ISC)2 Systems Security 
Certified Practitioner certification.

In May, DDLS also partnered with online 
vocational firm Open Colleges to deliver 
a range of online courses, starting with 
a purpose-built Certified Cyber Security 
Professional program that includes a range of 
CompTIA-backed certifications.

The end of the 
classroom?
Cyber security training providers have resoundingly moved out of the classroom and into online 
delivery – but will they ever need to go back? David Braue reports.
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More than just the classroom online
Where remote learning was once feted as an 
option, it has now become the only practical 
way of delivering training – and will most likely 
remain that way for the long term, as working-
from-home mandates persist, and intermittent 
tightening of social distancing rules makes 
classroom and onsite learning challenging.

The situation will be further complicated 
by the government’s recently announced 
changes to university funding, which will 
lower the cost of many IT and technical 
degrees, but may push universities to 
restructure the delivery of certain courses. 
The reduced costs were intended to make in-
demand courses more appealing to students, 
but their long-term eff ect on enrolments and 
delivery is yet to be seen.

Episodic corporate training will present 
diff erent challenges, particularly as one 
Gartner survey of human resources leaders 
found that 41 per cent of respondents expect 
employees to continue working remotely ‘at 
least some of the time’ in the future.

The pandemic, Gartner HR Practice Chief 
of Research Brian Kropp notes, ‘has many 

employees planning to work in a way that 
they hadn’t previously considered’ – and this 
includes training.

As training providers front up to the 
new normal, changing working patterns 
will also drive a long-term change in 
training techniques. Conventional 
classroom-based courses are not only 
going online, but being complemented by 
more modular, targeted offerings like the 
new TAFE NSW–AustCyber NSW Cyber 
Security Innovation Node (NSWCIN) cyber 
security training program.

Delivered as a cluster of modules related 
to detecting, protecting and responding to 
cyber attacks, the program is ‘perfect for 
those looking to retrain, upskill and set 
themselves apart in the workplace’, TAFE 
NSW Head of Technology Dr Geethani Nair 
said upon launching the new program, 
which draws on the nationally recognised 
Certifi cate IV in Cyber Security qualifi cation.

That program joins a rapidly growing 
roster of online cyber security courses, 
with Melbourne’s RMIT University recently 
adding a Graduate Certifi cate in Cyber 
Security to its RMIT Online course off ering – 
which joins an increasingly crowded market 
that already includes online cyber security 
degree courses from the likes of Deakin 
University’s Bachelor, Master and Graduate 
Certifi cate of Cyber Security; and off erings 
from CQUniversity, Charles Sturt University, 
and others.

Edith Cowan University, for one, has 
doubled down on its extensive range of 
online cyber security courses, which include 
Graduate Certifi cate, Graduate Diploma, 
and Master of Cyber Security programs 
supported by the university’s Security 
Research Institute, a formal government-
recognised Academic Centre of Cyber 
Security Excellence.

Most universities had already dipped 
their toes into online learning, but the 
pandemic shoved them into the pool 
– sending hundreds of thousands of 
students home to watch lectures online, and 
forcing universities to adapt degree courses 
in a way that would preserve their rigour 
and reputation.

Adapting to the market
As training providers create new pathways 
to cyber security careers, many are leaning 
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on alternative delivery methods, such 
as short courses and ‘microlearning’ – a 
growing trend in which once broad-based, 
intensive and monolithic cyber security 
certifications are being split into large 
numbers of small modules.

Among its many benefits, microlearning 
allows students to dip in and out of content in 
small, manageable chunks that complement, 
rather than displace, everyday work.

The resulting training is also more 
flexible in terms of cost and scope, enabling 
the cost-effective attainment of skills 
that can be specifically chosen to suit the 
particular cyber security requirements of 
a particular organisation – or to tap into 
the particular competencies of a specific 
institution’s lecturers.

The TAFE NSW–AustCyber NSWCIN 
program, for example, is delivered as a 
cluster of online microlearning modules that 
are sold individually for $100–200 – reducing 
the burden of conventional training courses 
that o¤en carry four-figure price tags.

The program ‘broadens the ways potential 
cyber security workers can access a career 
in this critical industry’, AustCyber CEO 
Michelle Price noted during the launch.

NSW Minister for Jobs, Investment, 
Tourism and Western Sydney Stuart Ayres 
was on hand to validate the program as 
‘taking advantage of the huge economic 
growth opportunity in cyber security within 
New South Wales, and to develop the local 
cyber security industry into a globally 
competitive and innovative ecosystem’.

Such optimism reflects government’s 
ongoing efforts to own the pandemic and 
its effects, including such a high degree of 
disruption that the already tenuous cyber 
security skills pipeline could be fractured 
unless the industry adapts.

Even the TAFE sector is stepping up, with 
a newly released good practice guide by the 
National Centre for Vocational Education 
Research recommending that digital skills 
should become a sixth core element of 
conventional vocational education.

Cyber security sits squarely in this space, 
affecting – as it does – every form of digital 
delivery in industry or outside of it. This 
will keep vocational schools at the vanguard 
as they join universities and training 
organisations to develop the estimated 
17,000 additional cyber security workers 

that Australian industry will, according 
to the AustCyber Cyber Security Sector 
Competitiveness Plan, require by 2026.

The ongoing shortfall in cyber security 
has ‘significant economic consequences’, 
AustCyber warned, with its pre-COVID-19 
assessment suggesting that training 
organisations would quadruple their 
output of skilled cyber security staff from 
500 per year in 2017, to 2000 per year by 2026.

Those figures were predicated on a broad 
role for conventional university learning, but 
the massive disruptions of the pandemic are 
forcing every part of the training sector to 
double-down on online delivery.

This need is particularly pointed given 
the ongoing challenges around overseas 
students, whose role in Australian 
educational institutions remains up in the air 
as universities eye off the start of a semester 
without tens of thousands of students being 
physically present.

An early pilot program, which would allow 
a small cohort of overseas students to return 
to Australia and quarantine for two weeks 
before resuming studies, hints at the potential 
resumption of normality for some faculties 
at universities like Australian National 
University and the University of Canberra.

Just how and when the remainder of 
Australia’s student body will be able to 
return, however, remains a big question 
mark for the moment. Online learning is 
likely to fill in the cracks, providing a stopgap 
measure that could help the next generation 
of cyber security experts resume their 
education even if they can’t physically attend.

Such arrangements may, in fact, be 
particularly appropriate in cyber security, 
where remotely accessing systems is a core 
capability. Yet as universities and training 
organisations feel their way back from 
the COVID-19 abyss, multimodal, modular 
remote learning could reshape the industry 
by developing candidates with the skills the 
industry needs. •

Online learning is likely to fill in the cracks, 
providing a stopgap measure that could 
help the next generation of cyber security 
experts resume their education even if they 
can’t physically attend
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S
ANS has made all of its training courses 
available online. There are two methods 
available to ensure that students can 

continue learning around their new routine:
 — Live Online: Live, interactive streaming 

sessions with your instructor, offered 
globally in one-, two-, three- or six-week 
conveniently scheduled options.

 — OnDemand: Self-paced training with four 
months of 24/7 access to your course in 
the SANS OnDemand platform.

OnDemand is a self-paced online learning 
platform where classes are pre-recorded to 
allow you to train at your own pace anytime, 
anywhere. More than 45 of SANS’s top 
courses are available on this platform.

‘I love the OnDemand platform. It  
allows me to work on the course in my  
free time and refer back to previous  
sections when I need to. It’s definitely 
great for someone who is very busy and 
has a short attention span,’ says Mathew B, 
OnDemand SEC460 student.

Those requiring maximum flexibility will 
benefit from SANS OnDemand, as this format 
gives you four months of access to complete 
your training at your own pace. 

On the other hand, if you’re someone who 
needs a bit more structure to help you stay 
on track, SANS Live Online will be a better fit, 
as this format has expert SANS instructors 
leading you through the course materials via 
live stream at a faster pace.

Live Online is the closest online 
experience to in-person training, as students 
can ask questions in real-time classes, 
interact with their peers in chat channels, 
take part in competitive challenges and 
attend bonus sessions.

‘I continue to appreciate the balance 
offered between the audio and chat 
platforms running simultaneously in SANS 
Live Online training – it gives a real-time 
opportunity to interject on a topic or ask a 
question in the moment,’ says Caitlin Icart, 
SEC401 student.

No matter which option you choose, all 
SANS courses are hands-on and include 
practical lab exercises to apply new skills. 
Students will be able to put into practice what 
they have learnt as soon as they get back to 
their desk – that is the SANS promise.

Add-ons and options
SANS now delivers electronic, full-colour 
courseware and materials with all courses.

You have the option to purchase the 
associated GIAC Certification attempt for 
32-plus Live Online and OnDemand courses, 
which additionally includes printed books for 
your SANS course. •

 
For more information, email anz@sans.org

Cyber security training 
live and online
Improving your skills anywhere, anytime.

WHICH ONLINE TRAINING METHOD IS BEST FOR YOU? 
OnDemand Live Online

Taught by an unparalleled faculty of information 
security leaders

• •

All required supporting materials, media and exercises • •

Flexible, self-paced training platform with four months of 
access

•

Live online instructor-led training spread across 1, 2, 3, or 
6 weeks

•

Integrated quizzes to reinforce learning •

GIAC-certified subject-matter-expert support via live chat 
and email

•

Real-time access to instructors •

Hands-on virtual labs to prepare you for your GIAC exam 4 months During the 
course

Archived live course recordings 4 months

No travel costs • •

Minimal impact to your normal routine • •

Flexible and e�ective SANS training from your own computer • •

GIAC certifications available for more than 35 courses • •

Extend your lab access and get SME support for four 
months with optional OnDemand Bundle

• •

Virtual teaching assistant and/or moderator support during 
live sessions

•

Attend bonus SANS@Mic Talks associated with  
Live Online training

• •

Free workshops, Capture-the-Flag challenges, and NetWars 
Tournaments to enhance your skills

• •

Online Lunch-and-Learns with vendors
One-Week 
Live Online 

Events

Chance to earn coveted SANS Challenge Coins •

Printable course progress reports •
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SANS OnDemand courses are perfect for students who want 
the comprehensive content of a SANS course and the fl exibility 
to train without the need to travel or take time from work. 
Complete control over the pace of learning fi ts every learning 
style. Taught by SANS’s top instructors, our OnDemand courses 
are available via your desktop, laptop, iPad, or tablet, so you 
can learn from the comfort of your home, or on-the-go.

Four months of content, available 24/7
You’ll have full access to your course content at any time during 
your training—which gives you control of your own pace, learning 
environment, and schedule. OnDemand gives you the freedom 
to train whenever and wherever it’s most convenient for you.

Lectures, quizzes, hands-on exercises, and virtual labs
Along with 24/7 access to course content, you’ll also have access to 
all instructor lectures, class exercises, and the virtual labs associated 
with each module. With the ability to revisit and review complex or 
diffi cult topics, you’ll have plenty of time to master the content and 
reinforce what you’ve learned through real-world, hands-on exercises.

Subject-Matter Experts 
SANS Subject-Matter Experts (SMEs) are available at any point during your 
training to answer any questions you may have and to help break down 
complex topics. Accessible via online chat, our SMEs are there to ensure 
your success as a student and build your confi dence with the content.

A complete set of books, course media, 
and course progress reports
Everything you need to be a successful student is included with your 
course. Course booklets are sent to your door after registration; 
course media—including lectures, virtual labs, and hands-on 
exercises—are available online at any time during your training; 
and course progress reports help you stay on track, pick up where 
you left off, and plan your training schedule accordingly.

GIAC prep
OnDemand courses are also a great way to help you prepare 
for a GIAC certifi cation attempt. With extended access to 
course content, you’ll have plenty of time to review and master 
the material and study for the exam with confi dence.

With 40+ SANS courses to choose 
from, you’ll have access to:

SANS
OnDemand

Visit www.sans.org/online-cyber-training to fi nd your 
course, check for special offers, and get registered today!
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CyberCX

At times of heightened uncertainty, it is vital to carefully manage your cyber risk 
and reputation.

CyberCX is Australia’s leading independent cyber security services provider. Now more 
than ever, we are emboldened by our mission – to protect and defend Australian 
businesses, governments and citizens. 

That’s why we’re making our experts available to provide advice to those who need it most 
via our free Cyber Dialogue service. That’s cyber done differently.

cybercx.com.au/dialogue

Changing the 
cyber security 
conversation

C

M

Y

CM

MY

CY

CMY

K

507314A_CyberCX I 2547.indd   1 29/7/20   12:21 pm




